
IEEE TRANSACTIONS ON VERY LARGE SCALE INTEGRATION (VLSI) SYSTEMS, VOL. 25, NO. 7, JULY 2017 2183

Transactions Briefs
Security-Adaptive Voltage Conversion as a Lightweight

Countermeasure Against LPA Attacks
Weize Yu and Selçuk Köse

Abstract— A voltage converter with adaptive security features is
proposed as a lightweight countermeasure against leakage power analy-
sis (LPA) attacks. When an LPA attack is sensed by the proposed security-
adaptive (SA) voltage converter, a discharging resistor starts sinking
redundant current to alter the signature of the load power dissipation.
The power dissipation induced by the discharging resistor is scrambled by
the SA voltage converter to maximize the amount of the inserted noise
to the input power profile of the cryptographic against LPA attacks.
As compared with a conventional cryptographic circuit that does not
house any countermeasure, the lowest measurement-to-disclose value of
a cryptographic circuit that employs the proposed voltage converter can
be enhanced over 6145 times against LPA attacks.

Index Terms— Discharging resistor, inserted noise, leakage
power analysis (LPA) attacks, measurement-to-disclose (MTD),
security-adaptive (SA).

I. INTRODUCTION

The power consumption of CMOS-based cryptographic circuits
depends strongly on the data that is being processed. The correlation
between the power consumption and processed data can be exploited
by a malicious attacker with side-channel attacks (SCAs) to obtain
the stored critical information [1]. Differential power analysis (DPA)
attacks are one of the most widely studied SCAs that exploit the
switching activities within the cryptographic circuits while processing
different input data. Recently leakage power analysis (LPA) attacks
have been proposed by Alioto et al. [2] to obtain the critical informa-
tion by analyzing the correlation between the input data and leakage
power dissipation. LPA attacks exploit the fact that the leakage
current signature of nMOS and pMOS transistors is different [2]. The
amplitude of the leakage power is on the orders of magnitude smaller
than the amplitude of dynamic power consumption. To perform a
successful LPA attack, the attacker must mitigate the measurement
noise that can make the analysis quite difficult due to the small signal-
to-noise ratio (SNR) of the monitored leakage power. An effective
technique to mitigate the measurement noise is to lower the operating
frequency of the cryptographic circuit [3].

Since the leakage mechanisms in the DPA and the LPA attacks
are quite different, DPA-resistant cryptographic circuits may still
be vulnerable against LPA attacks [4]. There is, therefore, a strong
need for effective countermeasures against LPA attacks. Converter-
reshuffling (CoRe) technique has been proposed in [5] and [6] as a
countermeasure against DPA attacks with low overhead. CoRe tech-
nique utilizes a multiphase switched-capacitor (SC) voltage converter
where each phase delivers a portion of the required power to the
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Fig. 1. Architecture of the proposed SA voltage converter. N is the total
number of phases (N is an even). Switch Mi1 = 1 (i1 = 1, 2) represents that
it is in ON-state and vice versa.

cryptographic circuit with a different time delay. A pseudorandom
number generator (PRNG) is used to scramble the sequence of
activate phases to insert a varying amount of uncertain power noise in
each switching period against DPA attacks. However, if the attacker
implements an LPA attack on a cryptographic circuit with a CoRe
voltage converter, the low leakage power dissipation generated by the
cryptographic circuit would only activate a small number of converter
phases. The small number of active phases would significantly reduce
the entropy of the PRNG in the CoRe voltage converter, making the
CoRe technique vulnerable against LPA attacks.

To increase security against LPA attacks with negligible over-
head, in this brief, the voltage regulator is designed in a security-
adaptive (SA) fashion. The SA voltage converter is designed based
on the CoRe voltage converter [5], [6] but modified to monitor LPA
attacks and insert noise with a discharging resistor only when the
device is under an LPA attack. When the SA voltage converter is
utilized as the supply voltage of the cryptographic circuit, during
the normal1 and idle2 modes of operation, no redundant current is
being consumed and the SA voltage converter operates conventionally
as a CoRe voltage converter. The SA voltage converter is triggered
to sink redundant current when the operating clock frequency fc
is within a certain range, as explained in Section II. The activity
of the discharging resistor is controlled by the PRNG to scramble
the inserted noise profile. Since the proposed SA converter is only
triggered to sink current when the device is under an LPA attack,
the power overhead of this countermeasure is negligible.

The rest of this paper is organized as follows. The architecture
and parameter design of the SA voltage converter are introduced
in Sections II and III, respectively. Security evaluation against LPA
attacks is offered in Section IV. Circuit level verification and LPA
attack simulations are provided in Sections V and VI, respectively.
Conclusions are given in Section VII.

II. ARCHITECTURE DESIGN

The proposed SA voltage converter consists of a CoRe voltage
converter, two clock frequency sensors, and a discharging resistor,
as shown in Fig. 1. When a cryptographic circuit is in a normal

1In a normal working mode, clock frequency fc is high.
2In the idle mode, the clock frequency fc is low.
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working mode, the cryptographic circuit exhibits a high dynamic
power consumption (i.e., the clock frequency fc is high), M1 tran-
sistor would be in OFF-state to let the SA voltage converter operate
similar to the CoRe voltage converter. Under an LPA attack, however,
the attacker would lower the clock frequency fc to mitigate the
measurement noise [3]. If the clock frequency fc is lower than
the active critical frequency Fac and higher than the idle critical
frequency Fic , both M1 transistor and M2 transistor would be in
ON-state, letting some amount of redundant current flow through the
discharging resistor Rc. The redundant power dissipation induced by
Rc is then reshuffled by the N-phase CoRe converter to scramble the
inserted power noise.

When the clock frequency fc is lower than the idle critical fre-
quency Fic , the M2 transistor would be turned-OFF, deactivating the
discharging resistor Rc as shown in Fig. 1. When the cryptographic
circuit is in an idle mode ( fc � Fic), the discharging resistor Rc is
therefore inactive to avoid power overhead. The design guidelines
on the selection of suitable Fic and Fac to maximize security are
provided in Section IV and Appendix, respectively.

III. PARAMETER DESIGN

To maximize the entropy of the N-bit PRNG that resides within
the SA voltage converter, the number of active phases of an SA
voltage converter in each switching period should be around N/2 (the
entropy of the N-bit PRNG reaches the maximum value −( N

N/2
) ×

(1/
( N

N/2
)
) log

(1/( N
N/2))

2 = log
( N

N/2)
2 ). Let us assume that the mean value

of leakage power dissipation of the cryptographic circuit within a
switching period under LPA attacks is μc and the output voltage
of an N-phase CoRe converter within the SA voltage converter
is Vout. When the cryptographic circuit employs an SA voltage
converter, if the discharging resistor Rc is activated, the power
dissipation Pc consumed by the discharging resistor Rc can be
denoted as Pc = V 2

out/Rc . The mean value μt of the total load power
dissipation of the SA voltage converter within a switching period can
be approximated as

μt ≈ μc + V 2
out
Rc

. (1)

The output current Iout of a single SC converter phase is [7]
Iout = 2C f (Vin − 2Vout)k fs (2)

where C f is the flying capacitance within each phase, Vin is the input
voltage, fs is the switching frequency of the SC converter, and k is
an fs- and C f -dependent parameter, which can be found in [7].

Since around half of the total phases should be active in each
switching period to maximize the entropy of the N-bit PRNG,
the following approximated equation should be satisfied

Vout × N

2
× Iout ≈ μc + V 2

out
R′

c
(3)

where R′
c is the optimized resistance value of the discharging

resistor Rc that maximizes the security of the cryptographic circuit.
R′

c , therefore, can be determined as

R′
c ≈ V 2

out
Vout NC f (Vin − 2Vout)k fs − μc

. (4)

IV. SECURITY EVALUATION AGAINST LPA ATTACKS

To quantify the security of a cryptographic circuit that employs the
proposed SA voltage converter against LPA attacks, the correlation
coefficient γ between the input and load power profile of the SA
voltage converter is modeled as

γ =
∑n

i=1(Pl,i − Pl )(Pin,i − Pin)
√∑n

i=1(Pl,i − Pl )2 ∑n
i=1(Pin,i − Pin)2

(5)

Fig. 2. Input power profile of a cryptographic circuit that employs an SA
voltage converter under LPA attacks when the attacker selects a single clock
period as one sample of input power data. Ts is the switching period of the
SA voltage converter, Yi is the starting time point of the first switching period
for sampling the ith input power data, and θ is the phase difference between
the switching period and input power data sampling.

where n is the total number of the input or load power data samples,
Pl,i (Pin,i ) is the i th, (i = 1, 2, . . . , n) load (input) power of the
voltage converter, and Pl (Pin) is the corresponding total average
load (input) power.

A. Sampling a Single Clock Period as One Sample of Input Power

In LPA attacks, to filter the measurement noise, the clock frequency
fc of the cryptographic circuit needs to be sufficiently reduced [3]
(i.e., fc ≈ (1/F0) fs where F0 is an integer that can reasonably filter
out the measurement noise). However, when a cryptographic circuit
implemented with a CoRe or an SA voltage converter is under LPA
attacks, in addition to filtering the measurement noise, the reshuffling
noise induced by PRNG can also be reduced if the clock frequency
fc is further reduced. For example, the clock frequency fc can be
reduced to fc ≈ (1/F) fs (F is an integer and F > F0) to also filter
the reshuffling noise.

If the attacker selects a single clock period (F number of switching
periods) as one sample of the input power data as shown in Fig. 2,
the sampled input power Pin,i (θ, FTs ) is

Pin,i (θ, FTs ) = (HYi (θ) + GYi +FTs (θ))P0 +
(F − 1)

(
Pi + V 2

out
Rc

)

ηc
(6)

where ηc is the power efficiency of the N-phase CoRe converter in
the SA voltage converter, P0 is the power consumed by a single active
phase, and Pi is the leakage power dissipation of the cryptographic
circuit induced by the i th input data. HYi (θ) and GYi +FTs (θ) are the
number of active phases, as shown in Fig. 2. The corresponding load
power Pl,i (θ, FTs ) of the SA voltage converter (which is correlated
with Pin,i (θ, FTs ) that can be written as

Pl,i (θ, FTs ) = (1 − θ

2π
)Pi + (F − 1)Pi + θ

2π
Pi = F Pi . (7)

As compared with a conventional cryptographic circuit (i.e., with-
out any countermeasure), the measurement-to-disclose (MTD)
enhancement ratio R(FTs ) of a cryptographic circuit that employs a
voltage converter is [6]

R(FTs ) ∝ 1
( 1

2π

∫ 2π
0 γ (θ, FTs )dθ

)2 (8)

where (1/2π)
∫ 2π

0 γ (θ, FTs )dθ is the average correlation coefficient
between the input and output power profile of the voltage converter.

As compared with an LPA attack on a conventional cryptographic
circuit with clock frequency fc ≈

(
1
F0

)
fs , the MTD value

would be enhanced by F/F0 times if the attacker implements an
LPA attack on a cryptographic circuit, which employs a voltage
converter with a slower clock frequency fc ≈ (1/F) fs . As a result,
the MTD enhancement ratio R1(FTs ) of a cryptographic circuit that
employs a voltage converter with a variable clock frequency can be
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Fig. 3. (a) Average correlation coefficient versus clock period 1/ fc .
(b) MTD enhancement ratio R1(FTs ) versus clock period 1/ fc.

written as

R1(FTs ) � F

F0

1
( 1

2π

∫ 2π
0 γ (θ, FTs )dθ

)2 . (9)

Advanced encryption standard utilizes multiple substitution-
boxes (S-boxes) to perform nonlinear mathematical transformations
to mask the relationship between the ciphertext and the secret key [2].
To validate the mathematical analysis, a 130-nm CMOS S-box [8] is
used as the cryptographic circuit that is powered, respectively, by a
CoRe voltage converter and by an SA voltage converter. Both circuits
are simulated in Cadence where {F0 = 10}3 and N = 32. The
average correlation coefficient of the SA voltage converter is quite
lower than the average correlation coefficient of the CoRe voltage
converter when the attacker selects a fast clock frequency to perform
the LPA attack, as shown in Fig. 3(a). The lowest MTD enhancement
ratio of an S-box that employs an SA voltage converter under LPA
attacks is ∼6145 when clock period is about 104Ts while the lowest
MTD enhancement ratio of an S-box that employs a CoRe voltage
converter under LPA attacks is about 14.7 when clock period is
about 102Ts , as shown in Fig. 3(b).

B. Sampling Multiple Clock Periods as One Sample of Input Power

The technique of sampling multiple clock/switching periods as
one sample of input power data is quite efficient for filtering the
power noise generated from reshuffling-based voltage converters in
DPA attacks [6]. When an attacker implements an LPA attack on
a cryptographic circuit that houses a CoRe voltage converter or an
SA voltage converter, the attacker can also filter the reshuffling noise
by sampling K , (K ≥ 2) number of clock periods as one sample
of input power data instead of lowering the clock frequency ( fc ≈
(1/F0) fs) further, as shown in Fig. 4. The corresponding input power
Pin,i (θ, K F0Ts ) and load power Pl,i (θ, K F0Ts ) of the SA voltage
converter can be, respectively, written as

Pin,i (θ, K F0Ts ) = (WXi (θ) + UXi+K F0Ts (θ))P0

+
(F0 − 1)

(
P(i−1)K+1 + V 2

out
Rc

)

ηc

+ F0

K∑

j=2

(P(i−1)K+ j + V 2
out

Rc
)

ηc
(10)

Pl,i (θ, K F0Ts ) =
(

1 − θ

2π

)
P(i−1)K+1 + (F0 − 1)P(i−1)K+1

+ F0

K∑

j=2

P(i−1)K+ j + θ

2π
P(i−1)K+K+1

(11)

3From the experimental results in [3], the measurement noise can be
reasonably filtered if the clock frequency fc is lowered 100 times. In the
simulation, the clock frequency in a normal working mode is about ten times
of the switching frequency and 100 times of the clock frequency in the idle
mode, therefore, F0 is selected as 10.

Fig. 4. Input power profile of a cryptographic circuit that employs an SA
voltage converter under LPA attacks when the attacker selects a variable
number of clock periods as one sample of input power data. Xi is the starting
time point of the first switching period for sampling the ith input power data.

Fig. 5. (a) Average correlation coefficient versus sampling time period
K F0Ts . (b) MTD enhancement ratio R2(K F0Ts) versus sampling time period
K F0Ts (F0 = 10 and N = 32).

Fig. 6. (a) Load current profile of an S-box that employs a CoRe voltage
converter and an S-box that employs an SA voltage converter. (b) Input current
profile of an S-box that employs a CoRe voltage converter and an S-box that
employs an SA voltage converter.

where P(i−1)K+ j , ( j = 1, 2, . . .) is the leakage power dissipation of
the cryptographic circuit induced by the ((i − 1)K + j)th input data.
WXi (θ) and UXi+K F0Ts (θ) are the corresponding number of active
phases, as shown in Fig. 4.

As compared with sampling a single clock period as one sample
of input power data, sampling K number of clock periods as one
sample of input power data would enhance the MTD value by K
times [6]. Therefore, the MTD enhancement ratio R2(K F0Ts) of a
cryptographic circuit that employs a voltage converter is

R2(K F0Ts ) � K
1

( 1
2π

∫ 2π
0 γ (θ, K F0Ts )dθ

)2 (12)

when utilizing K number of clock periods as one sample of input
power data.

When the attacker increases the sampling time period to K F0Ts ,
the average correlation coefficient of the SA voltage converter has
a marginal enhancement, as shown in Fig. 5(a). This indicates that
sampling multiple clock periods as one sample of input power data
to mitigate noise is not sufficiently effective. The lowest MTD
enhancement ratio of an S-box with an SA (CoRe) voltage converter
is 826 446 (43) [shown in Fig. 5(b)], which is much higher than
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Fig. 7. LPA attacks simulation (N = 32 and F0 = 10. Hamming-weight model is utilized where the correct key and complement of the correct key can be
discriminated from the polarity of the correlation coefficient [2]. Absolute value of the correlation coefficient is used to make the highest correlation coefficient
visually more distinguishable). (a) All of the possible keys versus absolute value of the correlation coefficient for an S-box without countermeasure after
analyzing 500 leakage power traces. (b) All of the possible keys versus absolute value of correlation coefficient for an S-box that employs a CoRe voltage
converter after analyzing two million leakage power traces. (c) All of the possible keys versus absolute value of the correlation coefficient for an S-box that
employs an SA voltage converter after analyzing two million leakage power traces.

the lowest MTD enhancement ratio 6145 (14.7) [shown in Fig. 3(b)].
That means further reducing the clock frequency fc is more effective
than sampling multiple clock periods as one sample of input power
data to enhance the power of LPA attacks on an S-box with a voltage
converter. The primary reason is that under the same sampling time
period (FTs = K F0Ts ), the variance of the load power of a voltage
converter with a variable clock frequency D(Pl,i (θ, FTs )) is

D(Pl,i (θ, FTs )) = D(F Pi ) = D(K F0 Pi ) = K 2 F2
0 σ 2

s (13)

where σ 2
s is the variance of the leakage power dissipation. However,

the variance of load power of a voltage converter while sam-
pling K number of clock periods as one sample of input power
data D(Pl,i (θ, K F0Ts )) is (F0 > 1)

D(Pl,i (θ, K F0Ts ))

=
(

F0 − θ

2π

)2
σ 2

s + F2
0 (K − 1)σ 2

s +
(

θ

2π

)2
σ 2

s

= K F2
0 σ 2

s − θ

π
F0σ 2

s + θ2

2π2 σ 2
s < K F2

0 σ 2
s − θ

π
σ 2

s + θ2

2π2 σ 2
s

≤ K F2
0 σ 2

s − θ

π

θ

2π
σ 2

s + θ2

2π2 σ 2
s = K F2

0 σ 2
s . (14)

As compared with sampling K number of clock periods as one
sample of input power, lowering clock frequency fc can therefore
enhance the variance of the load power of the voltage converter over
K times. A larger variance of the load power enhances the SNR of
the voltage converter and decreases the lowest MTD enhancement
ratio.

Lowering clock frequency fc further is more efficient than sam-
pling multiple clock periods as one sample of input power data to
enhance the power of LPA attacks. When the attacker further lowers
clock frequency fc , as shown in Fig. 3(b), the idle critical frequency
Fic can be selected as 1/(105Ts ). The intuitive explanation is that
when the clock frequency fc is lower than the idle critical frequency
Fic = 1/(105Ts ), the M2 transistor would be turned-OFF to make
the SA voltage converter behave as a CoRe voltage converter. The
MTD enhancement ratio of an S-box with an SA voltage converter
is almost the same as the MTD enhancement ratio of an S-box with
a CoRe voltage converter when the clock frequency fc is lower than
1/(105Ts ), as shown in Fig. 3(b). The security of an S-box with an
SA voltage converter against LPA attacks therefore would not be
compromised when Fic = 1/(105Ts ).

V. CIRCUIT LEVEL VERIFICATION

To validate the proposed countermeasure with circuit level simu-
lations, a 130-nm CMOS S-box [8] is used as the load to simulate

the correlations between the input and load power profile of different
voltage converters. A 32-phase 2:1 CoRe voltage converter and a
32-phase 2:1 SA voltage converter are used in the simulations. The
detailed architecture and control algorithm of the CoRe voltage
converter can be found in [6]. The input voltage Vin and output
voltage Vout of the voltage converters used in the simulations are,
respectively, 2.4 and 1.2 V. Additionally, the clock frequency fc of
the S-box to perform an LPA attack is reduced to 2 MHz and the
variation range of the switching frequency fs of the voltage converter
is fs ∈ [19, 21 MHz].

The load current of the SA voltage converter is significantly higher
than the CoRe voltage converter when the S-box is under an LPA
attack, as shown in Fig. 6(a). The high load power dissipation from
the discharging resistor Rc is reshuffled in the input power profile to
generate high power noise against LPA attacks. As shown in Fig. 6(b),
only a single phase is active in a switching period in an S-box that
employs a CoRe voltage converter while 16 phases are activated in a
switching period in an S-box that employs an SA voltage converter.
The large number of active phases in each switching period would

enhance the entropy of the PRNG from log
(32

1 )
2 to log

(32
16)

2 , generating
a large amount of uncertain power noise in the input power profile
against LPA attacks.

VI. LPA ATTACKS SIMULATION

When LPA attacks are implemented (simulated) on an S-box [8]
that does not house any countermeasure, the correct key [which
is (66)10 in this example] is leaked to the attacker after analyzing
500 leakage power traces, as shown in Fig. 7(a). When the attacker
implements an LPA attack on an S-box that employs an SA voltage
converter and lowers the clock frequency fc to 1/(104Ts ) [clock fre-
quency with lowest MTD enhancement ratio as shown in Fig. 3(b)],
the correct key cannot be obtained by the attacker even after analyzing
two million leakage power traces, as shown in Fig. 7(c). By contrast,
when the attacker lowers the clock frequency fc to 1/(104Ts ) and
implements an LPA attack on an S-box, which employs a CoRe
voltage converter, after analyzing two million leakage power traces,
the correct key is leaked to the attacker, as shown in Fig. 7(b).

Therefore, as compared with an S-box that employs a CoRe voltage
converter, the reshuffled redundant load power dissipation in the
SA voltage converter can successfully act as noise to enhance the
MTD value.

VII. CONCLUSION

An SA voltage converter is utilized as a lightweight countermea-
sure against LPA attacks. The discharging resistor in the SA voltage
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converter can significantly increase the amount of noise insertion in
the input power profile when LPA attacks are sensed by the proposed
technique. Through scrambling the redundant load power dissipation
in the input power profile, the MTD value of a cryptographic circuit
that employs the SA voltage converter is enhanced over 6145 times
as compared with the MTD value of a conventional cryptographic
circuit that has no countermeasure.

APPENDIX

GUIDELINES ON THE SELECTION OF A SUITABLE ACTIVE

CRITICAL FREQUENCY Fac TO MAXIMIZE SECURITY

Two different noise mechanisms may impact the MTD enhance-
ment ratio of a cryptographic circuit that employs a CoRe voltage
converter: 1) measurement power noise from devices that are used
to perform the measurement and 2) reshuffling power noise from the
CoRe voltage converter.

When a cryptographic circuit is in a normal working mode
(i.e., clock frequency fc ≈ F1 fs and F1 is an integer), the measured
input power PMIP,i of the CoRe voltage converter induced by the
i th input data is

PMIP,i = P∗
in,i (θ, 1/(F1 fs)) + PM,i (15)

where P∗
in,i (θ, 1/(F1 fs )) is the actual input power of the CoRe

voltage converter induced by the i th input data and PM,i is
the corresponding measurement power noise. When the variance
of P∗

in,i (θ, 1/(F1 fs)) is σ 2
1 (θ, 1/(F1 fs)), the average variance

σ 2
1 (1/(F1 fs)) of P∗

in,i (θ, 1/(F1 fs)) becomes

σ 2
1 (1/(F1 fs )) = 1

2π

∫ 2π

0
σ 2

1 (θ, 1/(F1 fs))dθ. (16)

Accordingly, the SNR of the input power profile SNRM (1/(F1 fs))
can be written as

SNRM (1/(F1 fs)) = σ 2
1 (1/(F1 fs ))

σ 2
M

(17)

where σ 2
M is the variance of the measurement power noise.

However, when the attacker lowers the clock frequency from F1 fs
to fc (i.e., F1 fs/ fc is an integer, and the attacker can measure
F1 fs/ fc number of leakage power data), the total measured input
power PTMIP,i of the CoRe voltage converter induced by the
i th input data is

PTMIP,i = P∗
in,i (θ, 1/ fc) +

F1 fs/ fc∑

j1=1

PM,i, j1 (18)

where PM,i, j1 is the corresponding measurement power noise related
with the j1th measurement under the i th input data. Therefore,
the SNR of the input power profile SNRM (1/ fc) can be written as

SNRM (1/ fc) = σ 2
1 (1/ fc)
F1 fs

fc
σ 2

M

. (19)

The correlation coefficient γM (1/ fc) between the actual input power
and measured input power of the CoRe voltage converter with
measurement power noise when the clock frequency is fc can be
written as [9]

γM (1/ fc) = 1
√

1 + 1
SNRM (1/ fc)

. (20)

When the clock frequency is fc and the average correlation
coefficient between the actual input power and load power of the

CoRe voltage converter is γRe(1/ fc),4 the measurement power noise
and reshuffling power noise from the CoRe voltage converter are
independent. The correlation coefficient γt (1/ fc) between the mea-
sured input power and load power of the CoRe voltage converter can
therefore be written as [9]

γt (1/ fc) = γM (1/ fc) × γRe(1/ fc). (21)

The total MTD enhancement ratio MT Dt (1/ fc) induced by the
measurement power noise and reshuffling power noise from the CoRe
voltage converter is [9]

MTDt (1/ fc) ∝ 1

(γt (1/ fc))2
. (22)

As compared with a cryptographic circuit with the clock frequency
of (1/F0) fs , the MTD value of a cryptographic circuit with the clock
frequency of fc would be enhanced fs/( fc F0) times. MTDt (1/ fc)
therefore becomes

MTDt (1/ fc) �
1
F0

fs

fc
× 1

(γt (1/ fc))2 . (23)

As shown in Fig. 3(b), the minimum MTD enhancement ratio of
a cryptographic circuit with the SA voltage converter is 6145. When
the MTD enhancement ratio induced by the measurement power
noise and reshuffling power noise from the CoRe voltage converter
is lower than the minimum MTD enhancement ratio induced by
the SA voltage converter, the discharging resistor Rc needs to be
activated to trigger the SA voltage converter to enhance the security.
Therefore, an approximately optimum active critical frequency Fac
can be determined by solving

MT Dt (1/Fac) �
1

F0
fs

Fac
× 1

(γt (1/Fac))2 = 6145. (24)
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