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Abstract—The hardware security of RSFQ circuits has become
an issue of growing importance for prospective exascale comput-
ing systems. Hardware security in RSFQ circuits is particularly
relevant to large scale data centers operating with sensitive infor-
mation. The number of fabrication facilities for superconductive
niobium-based technology is limited, and the supply chain for
distributing fabricated circuits can be compromised. Logic locking
is widely used in modern CMOS circuits to enhance security by
masking the functionality of the circuit using a secret key. If an
attacker possesses a physical circuit secured by logic locking, the
attacker would be unable to determine the intended function. In
this paper, a novel methodology for logic locking is proposed for
SFQ circuits. Mutual inductances are used to apply additional
currents to some or all of the logic gates. These currents behave
as keys to access the functionality of the SFQ logic elements. In
the proposed technique, only after an additional correct current is
applied to all of the locked gates will the circuit produce the proper
output. By using inductors with a positive and negative mutual
inductance connected to the internal inductances of the gates, the
range of current required to unlock a secured circuit is greatly
narrowed. In this work, the operation of this proposed logic locking
technique is demonstrated using modified SFQ OR gates to enable
security while maintaining proper functionality. Less than 4% area
overhead is achieved.

Index Terms—Hardware security, logic locking, reverse
engineering, single flux quantum, superconductive integrated
circuits, superconductive digital electronics.

I. INTRODUCTION

SUPERCONDUCTIVE rapid single flux quantum (RSFQ)
technology is one of the most promising beyond-CMOS

technologies for ultra-low power and ultra-high speed digital
applications [1]. Significant development in the design and
fabrication of superconductive electronics has resulted in device
densities exceeding 600000 Josephson junctions/cm2. Joseph-
son junctions (JJs) in RSFQ circuits propagate SFQ pulses
through logic gates operating at switching speeds on the order
of a picosecond, while dissipating power below 10−19 J [2]–[7].
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An RSFQ-based arithmetic logic unit has been demonstrated to
operate at frequencies approaching 80 GHz with an 8 bit RSFQ
datapath [8], [9].

Prospective exascale computing systems based on VLSI com-
plexity SFQ circuits are expected to be used for sensitive tasks.
Hardware security for superconductive technology and novel
techniques for providing trustworthy hardware based on RSFQ
circuits are therefore necessary. Hardware security method-
ologies for this technology are currently not well established.
Recent progress in the fabrication and design of RSFQ circuits
emphasizes the need for hardware security techniques targeting
SFQ circuits. Furthermore, SFQ technology exhibits unique
advantages and challenges, which should be considered when
applying hardware security techniques.

One widely used hardware security technique in modern
CMOS circuits is logic locking [10], [11]. Logic locking in-
troduces modifications into a circuit to prevent piracy, counter-
feiting, reverse engineering, and overproduction. Logic locking
hides and locks the functionality of a circuit. A valid key is
required for correct functionality. Applying an incorrect key
on a locked circuit produces incorrect or seemingly random
behavior. Even if an attacker obtains a physical copy of a circuit,
reverse engineering the circuit layout does not allow the attacker
to determine the intended behavior.

In this paper, a logic locking technique for RSFQ circuits
is proposed and demonstrated on a modified RSFQ OR gate.
The principles of hardware security, logic locking, and possible
attack paths on circuits secured by this technique are briefly
reviewed in Section II. Countermeasures against these types of
attacks on SFQ circuits are discussed in Section III. A logic
locking technique for SFQ circuits is described in Section IV.
The hardware cost of the proposed technique is also discussed
in this section. The paper is concluded in Section V.

II. BACKGROUND

The principles of hardware security and logic locking are,
respectively, introduced in section II-A and II-B. Related attack
paths on logic locking in CMOS technology are also discussed
in section II-C.

A. Principles of Hardware Security

Due to the increasing complexity of modern systems-on-chip
with advanced fabrication capabilities and higher manufacturing
costs, many companies have become fabless [12]. These fabless
companies design the integrated circuits, utilizing an external
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Fig. 1. Circuit utilizing logic locking with two key gates, K1 and K2.

foundry for manufacturing. Although distributing the manufac-
turing process to an external foundry reduces costs, this process
also introduces security vulnerabilities into the design flow [13].

With increasingly distributed IC design flows, hardware is
vulnerable to a number of attack paths, such as counterfeiting,
reverse engineering (RE), and intellectual property (IP) piracy.
An attacker may insert a hardware trojan inside a fabricated
circuit – an external component to perform additional malicious
operations. Other vulnerabilities that can be introduced during
the distributed manufacturing process are IC counterfeiting [14],
theft of IC masks [15], and overproduction of ICs [16].

Industries annually lose up to $4 billion due to IP viola-
tions in semiconductor technology [10]. Hardware security has
been established as an important field to mitigate the risks of
piracy, counterfeiting, reverse engineering, and side channel
attacks [17]. If the functionality of an IC can be hidden while
the IC passes through the different, potentially untrustworthy
phases of the design flow, these attacks can be thwarted [16],
[18]. It is therefore important to the IC design company to
protect this design flow. Counterfeiting is typically thwarted
by IC camouflaging [19] or logic locking to prevent RE, or by
including a watermark to identify counterfeit ICs. Logic lock-
ing also provides protection against piracy and overproduction
attacks.

B. Logic Locking

Logic locking hides the correct functionality of a circuit by
introducing additional gates within the original design. In this
technique, a set of key gates, key inputs, and an on-chip memory
are introduced into the design to prevent attacks from the supply
chain and untrusted foundries. The key gates use AND/OR gates,
XOR/XNOR gates, MUX gates, and look up tables (LUT) [20].
An example of a locked circuit with key gates is shown in Fig. 1.
The key inputs are K1 and K2 which connect to the key gates.
The correct output is produced only if the correct value of the
keys are applied [16]. An incorrect key used with a logic locked
design causes incorrect or random operation.

Since the correct key is known only to the designer, the
foundry cannot utilize any copies or overproduce and sell ad-
ditional ICs without these secret keys. If the number of key

values is sufficiently large, manual brute force insertion of
different keys is infeasible. Furthermore, this technique prevents
an external attacker from analyzing the structural behavior of the
design even if a copy of the secured circuit is obtained.

C. Threat Model of Attacks on Logic Locking

The primary objective of an attack on a circuit secured with
logic locking is to determine the correct value of the secret keys
to decipher the functional netlist of the ICs. If the keys are
determined and the design is deciphered, the correct place to
insert an undetected hardware trojan can also be determined.

Different input patterns can be applied to both the circuit
and the key inputs in a brute force manner. The output of these
patterns can be used to discover the correct keys. In this attack,
both the locked netlist and the design of the circuit are required.
The netlist can be obtained from reverse engineering a GDSII
layout file, masks, or an activated functional IC. With complex
circuits and a large number of key inputs, these attacks become
less efficient.

Reverse engineering poses another major challenge to hard-
ware security. Reverse engineering is the process of analyzing
the layout and functionality of a system to extract the gate-level
netlist. A typical reverse engineering attack requires several
steps to extract the netlist. The initial step of a RE attack is
a product teardown to identify the external characteristics of the
product and package (e.g., the pin arrangement). The next step –
system level RE – analyzes the operations, functions, and timing
characteristics of the interconnect paths. In the following step –
process analysis – the structure and materials used for fabrication
are examined. In the final step – circuit extraction – the gate-level
schematic and netlist of the design are extracted. The cost and
time necessary for RE attacks significantly increase with each
step [21]. RE can be used to obtain confidential information
about the design to recreate the gate level netlist, allowing
counterfeit ICs to be built among other nefarious schemes.

Due to the relatively simple layout structure and limited num-
ber of devices in VLSI complexity SFQ systems, as compared
to CMOS systems, reverse engineering is a serious hardware
threat to SFQ circuits. The importance of hardware security in
RSFQ circuits is emphasized by one of the primary prospective
applications of these circuits – large scale data centers typically
operating with sensitive information. In the following sections,
countermeasures to these attacks applicable to RSFQ circuits
are discussed.

III. ATTACK COUNTERMEASURES IN SFQ CIRCUITS

IC camouflaging and logic locking aim to thwart the threat
of reverse engineering attacks on hardware. IC camouflaging
and logic locking are, respectively, a layout technique and a
circuit technique. The choice between IC camouflaging and
logic locking depends upon the access of the expected attackers
to the necessary resources. Both techniques, however, can be
simultaneously used in an SFQ circuit.
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Camouflaging techniques were first proposed for RSFQ cir-
cuits in [19], utilizing dummy Josephson junctions and camou-
flaged SFQ gates. These techniques are briefly described in sec-
tion III-A. Logic locking for RSFQ circuits – a novel approach
to thwart RE attacks, is proposed in section III-B. A modified
SFQ OR gate is described in section III-C to demonstrate logic
locking, as described in section III-B.

A. IC Camouflaging in SFQ Circuits

IC camouflaging in SFQ circuits is a layout technique that
obstructs the reverse engineering process by introducing dummy
JJs into a layout. A dummy JJ is designed to generate the
identical top view image of a layout as a standard JJ [19], while
behaving as a resistor. Distinguishing between a real JJ and a
dummy JJ is difficult with RE attacks, which typically utilize
delayering and analysis of the top view image of the layout [22],
[23]. RE can only detect these dummy JJs by slicing an IC and
analyzing a side view image of the layout. Slicing the die to
detect dummy JJs is highly challenging in SFQ circuits due to
the expected large number of JJs in large scale SFQ circuits,
and the small difference in the thickness of the tunneling barrier
between a real and dummy JJ.

In camouflaged SFQ cells, both real and dummy JJs are
used. When JJs are necessary for gate operation, the layout
is changed and dummy JJs are replaced with real JJs. This
technique relies on making these JJs indistinguishable to the
attacker, who extracts an incorrect netlist.

IC camouflaging in SFQ thwarts RE attacks by introducing
camouflaged cells into a standard cell library along with the
regular cells. The rest of the layout and synthesis process re-
mains unchanged. A large camouflaged SFQ circuit consists of
camouflaged and regular gates with indistinguishable layouts.
Camouflaged RSFQ flip flops and AND/OR gates are proposed
in [19]. Camouflaged AND/OR SFQ gates operate as either a
two-input AND gate or a two-input OR gate. A camouflaged
RSFQ DFF is designed to behave as a Josephson transmission
line (JTL) despite a layout identical to a standard RSFQ D flip
flop (DFF).

IC camouflaging increases the effort necessary for hardware
RE attacks. Camouflaged gates, however, significantly increase
the area, power, and delay of a circuit as compared to using only
standard gates. A tradeoff therefore exists between security and
cost as in most hardware security approaches.

B. Logic Locking in SFQ Circuits

Logic locking complicates attacks, thereby improving the se-
curity of SFQ circuits. Existing CMOS logic locking techniques
rely on introducing additional gates, look up tables, and external
inputs into the design [20]. Logic locking can be similarly
applied in RSFQ circuits without additional modifications. The
necessary gates, however – typically XOR/XNOR and multi-
plexers – are expensive in terms of RSFQ circuit area. LUTs
also require significant area. The pinout limitations of modern
superconductive ICs also severely limit the size of the secret key,
compromising security.

Fig. 2. Proposed OR gate with mutual inductances to apply the secret key
current. Iin = 250µ A, L1 = L3 = 15.1 pH, L2 = L4 = 3.8 pH, and LM1 =
LM2 = 1 pH (in a 10 kA/cm2 technology).

A different methodology for logic locking in SFQ circuits is
proposed here. Rather than applying a data key, a specific current
magnitude is used as the secret key. This current is applied to
specific inductances within specific gates. These locked gates
exhibit incorrect operation when no current or a different current
is supplied. The internal parameters of the gates are modified,
and different mutual inductors are introduced, coupling the key
current to the gates. By increasing the number of locked gates
relying on this key current and varying the coupling direction, the
range of key currents required for correct operation is narrowed,
enhancing the security. In the following section, this proposed
logic locking technique is evaluated in terms of the security of
SFQ circuits.

C. Modified OR Gate for Logic Locking

A modified OR gate is shown in Fig. 2. Mutual inductances
are used to apply the additional secret key current to unlock the
correct functionality of the OR gate. In this circuit, the mutual
inductance between L1 and LM1 and between L2 and LM2 are
used to apply the key currents.

The coupling coefficient Kn of the inductances changes the
current through the internal gate inductances [24]. Due to the
small current in the key lines, the effects of the key current on
other circuit components are negligible as compared to the bias
lines. To prevent any additional inductive coupling, the key lines
can be placed farther from any sensitive circuit components. L1
and L2 are arbitrarily chosen as coupled inductors in the OR
gate. Other gate inductors can also be used. The magnitude of
the current within these inductors should be carefully chosen
to maintain correct operation of the OR gate. L1 controls the
current within one of the state storage loops within the OR gate.
L2 also affects the current within the state storage loop, as well
as switching junction J3. A range of the coupling coefficient
between L1 and LM1 and between L2 and LM2 are, respectively,
−0.45 < K1 < 0.45 with zero coupling between L2 and LM2,
and −0.6 < K2 < 0.6 with zero coupling between L1 and LM1.
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Fig. 3. OR gate operation, (a) with incorrect current key currents with K1 =
0.5 and K2 = 0.5, and (b) with correct current key currents with K1 = 0.3 and
K2 = 0.3.

To unlock this OR gate, an attacker needs to determine the
correct value of the key current. Correct outputs are only pro-
duced when correct currents are supplied. Incorrect key currents
coupled to the inductances L1 and L2 produce incorrect or
random circuit behavior. These incorrect key currents change
the bias conditions of the SFQ storage loop by changing the
current in L1 and L2. Incorrect operation of an SFQ OR gate is
shown in Fig. 3(a). The circuit incorrectly produces an output
after the second and third pulse of input 1 (see Fig. 3(a)). The
locked circuits only produce correct outputs when the appro-
priate magnitude of the key currents is applied to the mutual
inductors with a coupling coefficient Kn. Correct operation of
the circuit is shown in Fig. 3(b).

IV. SECURITY CHARACTERISTICS OF LOGIC LOCKING

An analysis of the security characteristics of the proposed
technique is presented in section IV-A. The area of the proposed
logic locking technique using the modified OR gate is quantified
in section IV-B.

A. Analysis of Security Characteristics

To increase the security of the proposed technique, the range
of coupling coefficients for an OR gate is evaluated. By changing
the coupling coefficientKn, different fractions of the key current
can be applied to the gates through the inductances. The range
of K2 within a modified OR gate for different values of K1 is
shown in Fig. 4. Each range of K2 has a specific range for the
additional key currents. The range of additional current is listed

Fig. 4. Security characteristics of an OR gate for different ranges of the
coupling coefficient.

TABLE I
RANGE OF KEY CURRENTS FOR DIFFERENT RANGES OF

THE COUPLING COEFFICIENTS

in Table I. The key current margins are described as margins of
K2. To unlock the circuit, it is necessary to determine the correct
value of K1, range of K2, and range of key current. With K1 =
0.3, the range of coupling coefficient K2 is 0.25 < K1 < 0.35.
For smallerK1, the circuit exhibits a large range ofK2, resulting
in lower security as compared to a higher K1. A narrower range
of Kn increases the effort by the attacker to determine the secret
key current.

Manufacturing process variations is a challenging issue in
all large scale integrated circuits. A significant tradeoff exists
between circuit yield and security. To maintain proper function-
ing of a circuit secured by logic locking, the range of effective
key currents should be wider than any expected bias variations
caused by manufacturing and the bias distribution network [25],
[26]. Process variations can improve the overall security of the
logic locked system, protecting the circuit. Unlike the intended
user of an IC, correct operation of an IC is not known to the
attacker, which inhibits a brute force key selection attack.

Multiple locked gates can be connected to the same source
of key current. These gates utilize different magnitudes and
directions of inductive coupling with only a small overlap in the
operational range of the key current, providing greater security.
In this way, the magnitude and precision of the key currents can
be increased in case of greater manufacturing variations.

B. Hardware Cost

An important tradeoff exists in the proposed logic locking
technique between hardware security and physical area. The
area overhead of the logic locked OR gate described here is
approximately 20%. ISCAS’85 benchmark circuits are used to
characterize the area overhead of the proposed technique when
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TABLE II
BENCHMARK CHARACTERISTICS (ISCAS’85 BENCHMARK CIRCUITS [27])

applied to large scale circuits. In the benchmark circuits listed
in Table II, the OR and NOR gates are replaced with locked
OR gates to produce a narrow range of the correct key current.
The number of OR gates within each benchmark circuit is
listed in Table II. Only a few locked OR gates are necessary
to affect the output. The area overhead for these benchmark
circuits is also listed in Table II, assuming 10% and 20% of
the OR gates are replaced by locked OR gates. In the c6288
benchmark circuit with a large number of OR gates, 20% of
the OR gates are replaced with locked OR gates. The area
overhead is approximately 3.6%. The additional area to logic
lock the c6288 benchmark circuit is therefore fairly small. The
area overhead is greater if additional locked gates are used to
further increase the security of the circuit.

V. CONCLUSION

A primary prospective application of RFSQ circuits – large
scale data centers operating with sensitive information – empha-
sizes the importance of hardware security in RSFQ circuits. A
hardware security approach for SFQ circuits – logic locking–
is proposed herein. Logic locking is a well known technique
widely used to secure CMOS circuits. Although this technique
can be applied to SFQ circuits without modifications, standard
approaches require costly gates and additional input pins. A
novel way to provide a secret key for logic locking is proposed.
Standard RSFQ gates are modified to depend on a secret key
current to maintain correct functionality. Mutual inductors are
used to couple a specific additional positive or negative current
into the locked gate from the key current. The efficacy of the
proposed logic locking technique is characterized by the number
of logic locked gates. The additional area of the locked OR
gates is evaluated with ISCAS’85 benchmark circuits. The area
overhead for circuits with a large number of logic locked OR
gates is below 4%.
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