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Abstract—We present a novel framework for lossless (invert-
ible) authentication watermarking, which enables zero-distortion
reconstruction of the un-watermarked images upon verification.
As opposed to earlier lossless authentication methods that re-
quired reconstruction of the original image prior to validation,
the new framework allows validation of the watermarked images
before recovery of the original image. This reduces computational
requirements in situations when either the verification step fails
or the zero-distortion reconstruction is not needed. For verified
images, integrity of the reconstructed image is ensured by the
uniqueness of the reconstruction procedure. The framework also
enables public(-key) authentication without granting access to
the perfect original and allows for efficient tamper localization.
Effectiveness of the framework is demonstrated by implementing
the framework using hierarchical image authentication along with
lossless generalized-least significant bit data embedding.

Index Terms—Forgery detection, invertible authentication, loss-
less compression, reversible data embedding, tamper localization.

I. INTRODUCTION

RADITIONALLY, source authentication and integrity

verification of digital data have been performed by digital
signatures. A digital signature is a data string which associates
(binds) a piece of information (in digital form) with some
originating entity [2], [3]. With the availability of sophisticated
image/video editing tools, authentication of multimedia data is
gaining importance. Image authentication in traditional manner
requires the storage and transmission of signature strings in
the image header [4]. This method imposes limitations on the
image/file format—sometimes preventing implementation in
legacy systems. It is also susceptible to loss during format
conversions—even if the underlying image data remains intact.
It is therefore desirable to include the digital signatures within
the image data. This goal can be achieved using watermarks
[51-[8], which exploit the redundancy in the image data and the
insensitivity of the human visual system (HVS) to small distor-
tions. In addition to format independence, digital watermarks
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have the advantage of tamper localization, which refers to the
ability to identify the image regions that have been tampered
(manipulated) after insertion of the watermark.

The functionality offered by digital watermarks, however,
often comes at the expense of image fidelity. Most water-
marking techniques modify, and hence distort, the host signal
in order to insert authentication information. In many applica-
tions, loss of image fidelity is not prohibitive as long as original
and modified images are perceptually equivalent. On the other
hand, in medical, military, and legal imaging applications,
where the need for authentication is often paramount, there are
typically stringent constraints on data fidelity that prohibit any
permanent signal distortion in the watermarking process.

The loss of signal fidelity can be remedied by the use of loss-
less (also referred as reversible, invertible, or distortion-free)
authentication watermarks! [9]—-[11]. These methods, like their
lossy counterparts, insert authentication information by modi-
fying the host signal, thus induce an embedding distortion. Nev-
ertheless, they also enable the removal of such distortions and
hence exact—Ilossless—restoration of the original host signal.

The original contribution of this paper is a novel lossless
authentication framework. As opposed to earlier schemes, this
framework validates the authenticity and integrity of water-
marked images before attempting to reconstruct the original
image. If the verification step is successful, the integrity of the
reconstructed (original) image is inferred from the uniqueness
of the reconstruction procedure. This reduces computational
requirements in situations when either the verification step
fails or the zero-distortion reconstruction is not needed. The
framework also enables public(-key) authentication without
granting access to the perfect original and allows for efficient
tamper localization.

In Sections II and III, we present a brief overview of existing
methods and the proposed framework, respectively. A specific
implementation of the framework and related experimental
results are discussed in Section IV. Conclusions are drawn in
Section V.

II. BACKGROUND

A generalized block diagram that is representative of the
prior lossless authentication watermarking schemes is seen
in Fig. 1. In these methods, the watermark embedding phase
has two stages: a) an authentication-information (e.g., digital
signature) computation step; and b) a lossless (reversible) data
embedding step, in which the computed information is inserted

IIn this paper, we limit our scope to fragile authentication watermarks, which
provide exact, i.e., bit per bit, integrity verification. Earlier lossless authentica-
tion watermarks have also been of this type.
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Fig. 1. Prior lossless authentication watermarking schemes. (a) Watermark

embedding and (b) image recovery and verification.

into the image data in a reversible manner. During the recovery
and verification phase, first the data embedding process is
reversed to yield an estimate for the original image and the
authentication information. If the watermarked image has not
been altered, the extracted information validates the estimated
image and this estimate is labeled as an authentic original.

Virtually all existing schemes [9]-[14] follow this framework
with differences in the lossless data embedding step. In [9],
Fridrich et al. implemented the lossless data embedding step
by compression and replacement of one or more least-signifi-
cant bit planes of the image data. Later, the authors proposed a
more efficient algorithm based on RS-embedding method [13].
Meanwhile, Honsinger et al. [10] proposed using a spread-spec-
trum watermark with modulo-addition for lossless reconstruc-
tion. Similarly, De Vleeschouwer et al., Tian and van der Veen
have proposed methods based on the circular interpretation of
the image histogram [14], difference expansion [11], and his-
togram modifications [15], respectively.

In [16], Dittmann et al. proposed an alternative protocol based
on the least significant bit (LSB) compression technique of [9].
The protocol utilizes a public and a private key signature corre-
sponding to the most and least significant bit planes, respectively.
When combined with the encryption of the compressed LSB
information, the method allows for public-key verification of the
watermarked image while reserving the reconstruction of the
perfectoriginal to the authorized parties that hold the private-key.
Despite the added functionality, the protocol is not extensible
to all lossless embedding methods, for instance Honsinger’s
method [10]. Furthermore, it requires an increased payload,
thus a higher embedding distortion, due to the second signa-
ture. Note that none of the lossless authentication methods in
the literature offer tamper localization capability, which is one
of the major advantages of authentication watermarks over con-
ventional digital signatures.

III. NEW LOSSLESS AUTHENTICATION WATERMARKING
FRAMEWORK: LAW

A generalized framework that encompasses existing lossless
authentication watermarks was presented in the preceding sec-
tion. Here, we propose a new framework that we refer to as
lossless authentication watermarking LAW. LAW enhances the
functionality and reduces the complexity of earlier methods. A
specific implementation of the LAW framework is discussed in
the next section.

Original Watermarked
Image Reversible | Authentication Image
Pre-embedding Watermarking
(a) Lossless Authentication Watermark Embedding
Watermarked Original
Image ‘Watermark AUTH | Image Image
Verification \ Recovery
NON-AUTH
(b) Watermark Verification and Recovery
Fig. 2. New lossless authentication watermarking framework: LAW.

(a) Lossless authentication watermark embedding and (b) watermark
verification and recovery.

LAW achieves its performance advantages over the existing
framework by interchanging the order of the authentication
information computation and reversible embedding steps. Fig. 2
is a high-level block diagram of LAW that shows the watermark
embedding and verification phases. The watermark embedding
phase comprises of two steps: a) lossless (reversible) pre-
embedding and b) (nonreversible) authentication watermarking.
The actions of these two steps are coordinated together by
partitioning the code space used for storage of image data into
two disjoint parts, P4 and P, which together comprise the
complete code space. For example, the code space may use a
subset of LSBs for P4 and the remaining bits for Pr. In other
schemes, such as [11], P4 and Pr may be partitions of wavelet
coefficient space. In the watermarked image, the part P4 carries
authentication information and the part Py carries (complete)
original image information. In the pre-embedding step, original
image data in P4 is reversibly embedded into the data in P.
Next, in the authentication watermarking step, authentication
informationfordatain P; (whichhasbeen modifiedinareversible
manner in the preceding step) is computed and placed in part
P4. Note that the placement of data in P4 does not alter
the data in Pj. The reversibility of the pre-embedding thus
ensures that the full image data is recoverable from data in
partition P in the watermarked image.

The verification phase of LAW, which is run at the receiver
side, is shown in Fig. 2(b) and comprises of two steps: a)
authentication watermark verification, and if the verification
step is successful, b) original image recovery. Note that in
conformance with the altered ordering at the embedder, the
order of these two steps is interchanged, at the receiver too,
in relation to the earlier framework of Fig. 1. In the first step,
authentication information is extracted from part P4 and is
used to validate the integrity of data in part Py. If a third party
has tampered with the image data after the watermark insertion,
the extracted authentication information does not match the
image data and image is deemed nonauthentic. Otherwise, the
watermarked image is considered authentic, i.e., unaltered since
the watermark insertion. In the latter case, original image may be
reconstructed from the data in part Py by reversing the lossless
data embedding step and restoring the part P4 of the image that
is modified by the authentication watermark. Note that, upon
successful verification, integrity of the final reconstructed image
is ensured by the uniqueness of the reconstruction process.



CELIK et al.: LOSSLESS WATERMARKING FOR IMAGE AUTHENTICATION

Advantages of the LAW Framework: The reversal in the order
of authentication and lossless watermarking steps (with respect
to earlier methods [9]-[14]) results in reduced computational
burden and additional functionality, described as follows.

*  Computational advantages in the verification phase.

As opposed to earlier methods, the LAW framework
validates the images before attempting to reconstruct the
original image. As a result, the image reconstruction step
may be skipped when either a) the verification step fails,
or b) the watermarked image meets the quality criteria
and the perfect original is not needed. The computational
savings are often substantial due to the complexity of the
reconstruction step.

e Computational advantages in the embedding phase.

In client/server applications where a single image is
served to multiple clients with different signatures (or
time-stamps), the LAW framework has additional com-
putational advantages. In this case, the server performs
the—often costly—pre-embedding step only once and in-
serts different signatures as requested by clients.

e Public/private-key support.

The LAW framework also supports the public-valida-
tion/private-recovery property of [16], without the need
for a second signature. When a public-key authentication
signature is used in conjunction with a private-key depen-
dent lossless watermark, the framework supports public
validation of the watermarked image, but limits access to
the perfect original.

*  Accurate tamper localization.

Another advantage of the new framework is the ability
to support efficient and accurate tamper localization.
Most (nonreversible) authentication watermarks (e.g.,
[13], [17]-[19]) offer the ability to pin-point the image
regions that have been tampered. This often involves
performing the integrity verification on per block basis,
where block dimensions determine the localization ac-
curacy. Existing lossless authentication watermarks may
provide the same functionality in a similar manner. Nev-
ertheless, lossless data embedding methods used in those
schemes are not as efficient when applied on small image
blocks.2 As a result, accurate tamper localization (using
small image blocks) has not been feasible with the ex-
isting lossless authentication watermarks. In the LAW
framework, lossless data embedding (pre-embedding) al-
gorithm processes the whole image in a single step with
high efficiency. The resultant capacity is then shared
between small blocks for authentication watermarking.

e Implementation flexibility.

The LAW framework may be implemented using dif-
ferent lossless data embedding and authentication wa-
termarking algorithms, as long as the necessary coordi-
nation between two steps is established. For instance, a
wavelet based reversible embedding scheme [11] may be

2For instance, compression based lossless data embedding methods typically
utilize adaptive compression techniques that gradually “learn” specific image
statistics and become efficient. This efficiency can be seriously hampered
if one attempts to compress small regions of images independently.

followed by a spatial domain LSB authentication water-
mark [17].

In the following section, we provide one proof-of-concept im-
plementation to demonstrate these advantages. As mentioned
earlier, several other implementations are also feasible within
this framework.

IV. LOCALIZED LOSSLESS AUTHENTICATION
WATERMARK (L-LAW)

A. Implementation

Localized Lossless Authentication Watermark (L-LAW) is
a secure, flexible, computationally efficient lossless image
authentication watermark with tamper localization ability,
low embedding distortion (which can be removed entirely
if necessary) and public/private key support. L-LAW is an
implementation of the LAW framework proposed in Section III
using the hierarchical image authentication scheme [18] and
the lossless generalized-LSB data embedding method [20]. A
block diagram detailing the embedding and verification phases
of Localized-LAW is seen in Fig. 3.

Embedding Phase: Asindicated in the preceding section, the
watermark embedding phase consists of two steps: (a) reversible
pre-embedding, and (b) authentication watermarking, which
are coordinated through suitable partitioning of the image data
(storage) locations. Fig. 4 illustrates the particular partitioning
for our implementation. The image is divided into blocks that
correspond to the elementary localization units of the hierarchical
authentication watermark used in the subsequent authentication
watermarking step. In each block, LSBs of the first N pixels (in
the raster-scan order) are designated to carry the authentication
payload, where N and the block sizes are determined by the
(cryptographic) security and localization requirements. These
selected LSBs constitute the part P4 and in the schematic
illustration of Fig. 4 correspond to the LSBs for shaded regions
(the nonwhite regions with different shades of gray). The more
significant bits (MSBs) for the shaded regions and all the bits
for other pixels (shown as white regions in Fig. 4) constitute
the part Py that carries the (complete) image information. Note
that the MSBs are defined to include all bits other than the LSBs
included in part Pjy.

In the pre-embedding step (a) of the watermark embedding
phase, the LSB values in part P4 (LSBs for dark regions in
Fig. 4) are read and reversibly embedded into the rest of the
image (white regions in Fig. 4) using Lossless generalized-LSB
(LGLSB) data embedding [20]. The LGLSB data embedding
method creates capacity for lossless insertion of payload data
by compressing pixel LSBs, exploiting more-significant-bits
(MSBs) as side information for improving compression effi-
ciency. Fig. 5 shows an overview of the method, additional
details may be found in [20]. In the embedded version of the
image, the LSBs carry the compressed bit stream of original
LSBs as well as the payload data. The algorithm may be applied
selectively on part of the image, a fact that we exploit in our
implementation of pre-embedding: we use the image data in
part P4 as the “payload” and embed it in spatial pixel locations
corresponding to the white regions shown in Fig. 4. The data in
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Fig. 4. Image data location (bit) partitioning L-LAW. Dotted lines are pixel
boundaries. Thick lines form the blocks, which are tamper localization units of
the authentication watermark. In each block, LSBs of shaded areas (nonwhite
pixels) carry authentication information (forming part P4). All remaining bits
in the image carry image information forming part ;. Unshaded areas are
modified during the pre-embedding step to allow lossless recovery (original LSB
values in the dark regions are inserted into these white regions by the lossless
G-LSB algorithm).

part P4, i.e., LSBs in shaded regions of Fig. 4, is then reset to
0 to produce the pre-embedded image.?

Note that for better efficiency, lossless data embedding is per-
formed on the image as a whole rather than on a block by block

3The zeroing of selected LSBs is used here to simplify subsequent descrip-
tion. Other values may be used in practice, including key dependent pseudo-
random values that may improve cryptanalytic performance. Also note that this
is equivalent though slightly different from the LAW framework description in
Section III where it was assumed the bits in P, are excluded in the subsequent
authentication watermark.

Block diagram for Localized-LAW method. (A specific instance of the proposed LAW framework.) (a) Watermark embedding and (b) watermark verification
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Fig. 5. Lossless generalized-LSB algorithm.

basis. Also observe that encryption of the payload and the com-
pressed bit stream readily yields an implementation in which the
recovery of the original image and embedded data is dependent
on a cryptographic key.

The authentication watermarking step (b), uses the hierar-
chical image authentication scheme [18] on the image obtained
after the pre-embedding step. The hierarchical block-based wa-
termarking technique inserts and extracts a watermark in a mul-
tilevel hierarchy. The (nonoverlapping) blocks of the pre-em-
bedded image shown in Fig. 4 constitute the lowest level of the
hierarchy. Successive levels of the hierarchy are formed by com-
bining distinct groups of blocks at a preceding level of the hi-
erarchy. In general, the number of blocks from a lower level of
the hierarchy that are combined to form a block at the next level
of the hierarchy may be arbitrarily chosen, however, in order
to keep the notation and the description simpler, we assume for
the rest of this paper that the region of 2 x 2 blocks at a given
level of the hierarchy are combined to create a block at the next
level of the hierarchy, giving us a quad-tree for the hierarchy as
shown in Fig. 6.

For each block at each level of the multilevel hierarchy, a dig-
ital signature or message authentication code (MAC [2]) is com-
puted for the data (in the pre-embedded image) within the block.
A standard digital signature algorithm operates on the concate-
nation of all binary digits representing the pixel values in the
block (blocks at higher level of the hierarchy use all the image
bits within the corresponding region). These signature are then
placed in the part P4 of the image data locations corresponding
to LSBs of shaded regions in Fig. 4. In order to incorporate lo-
calization capability, the distribution of the signature informa-
tion bits also follows the quad-tree hierarchy as illustrated in
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Fig. 6. Organization of block hierarchy and signatures in L-LAW. L = 0
denotes the lowest level of the hierarchy where the lines depict boundaries of the
blocks that form the fundamental localization unit (same as block boundaries
in Fig. 4). Blocks at higher levels are composed of four blocks from the
preceding level forming a quad-tree. For each block in the hierarchy, a message
authentication code (MAC)/digital signature is computed. Authentication
information payload for a block is the concatenation of parts of MACs
computed at different levels of the hierarchy: all of the L = 0 MAC bits,
1/4 of the MAC bits at L = 1, and 1/16 of the MAC bits at level L = 2.
Authentication payload is embedded in part P4 of image bits corresponding to
LSBs of shaded regions.

Fig. 6: the LSBs for the shaded region within each block con-
tain all of the signature for the block at the lowest level of the
hierarchy in which it is located, 1/4 of the signature bits for
the second level of the hierarchy, 1/16 of the signature bits for
the third level of the hierarchy, and so on. This packetization of
signatures ensures that the signature of each block is contained
within the P4 part of image bits for the block. The hierarchical
nature of the scheme provides security against vector-quantiza-
tion attacks [21] and good tamper localization accuracy. Addi-
tional details on the hierarchical authentication method may be
found in [18].

Verification Phase: On the receiver side, the watermark ver-
ification and recovery are performed as illustrated in Fig. 3(b).
The process begins by overlaying the grid of image blocks (at
the lowest level of the hierarchy) over the image pixels which
allows the determination of the parts P4 and Pj that carry
authentication information and image information, respectively
(as seen in Fig. 4). The (presumed) authentication information
from bits constituting part P4 (the LSBs corresponding to
shaded regions in Fig. 4) is then extracted and these bits are
reset to zero in the image. If the received image is exactly the
watermarked image (no alterations), this process recovers the
pre-embedded image that was produced at the embedder.

Next, the quad-tree hierarchy of Fig. 6 is overlaid on the
image blocks (and the corresponding extracted authentication
information) to compute signatures corresponding to each of
blocks in the hierarchy and validate these against the signa-
tures already extracted from part P,4. First, the signature for

the entire image (corresponding to the highest level of the hier-
archy) is computed and verified against the signature computed
from the (presumed) pre-embedded image already recovered.
If the image/signature pair is valid, the image is deemed au-
thentic and (if required) the recovery component of the lossless
G-LSB algorithm is utilized to extract and restore the original
LSBs, effectively reconstructing the original image. If the image
signature verification step fails, the hierarchical authentication
scheme determines the tampered regions. That is, for each level
of the hierarchy, it computes the block signatures and validates
these against the corresponding signatures that were extracted
from part P4 and recovered using the hierarchical quad-tree. In-
valid blocks are indicated on a tamper localization map, as seen
in Fig. 9. For each region, the method indicates the highest level
of the authentication hierarchy for which the embedded signa-
ture is valid. Additional details of the verification process may
be found in [18].

B. Experimental Results

For the results discussed in this section, we chose the fol-
lowing parameters in our L-LAW implementation.

* [Image signature: A public-key digital signature is com-
puted from the whole image. Specs: 320-bit DSA with a
1024-bit key (see [2]).

*  Block signature: A private(secret)-key message authen-
tication code is computed for each block. Specs: 64-bit
HMAC derived from MDS5 with a 128-bit key (see [2]).

*  Block hierarchy: Minimum block size is chosen as 64 x
64 pixels. At each successive level of the hierarchy block
size is quadrupled (e.g., 256 x 256, 1024 x 1024, ...).
This provides sufficient tamper localization accuracy (64
x 64) with a small payload requirement.

*  Pre-embedding level: Parameters of the lossless G-LSB
modification method [20] used in the reversible pre-em-
bedding step are determined automatically to accommo-
date the resulting payload.

*  Pre-embedding key: In the lossless G-LSB embedding
method [20], the compressed bit stream is encrypted
using the AES [2] algorithm with a 128-bit key.

A 1024 x 1024 grayscale image is watermarked using Lo-
calized-LAW algorithm. The watermarked image (Fig. 7) is vi-
sually identical to the original (not shown) at a peak-signal-to-
noise-ratio (PSNR) of 50.85 dB [PSNR is defined as PSNR =
101log;(255% /MSE)].

In the absence of further manipulations, a) with knowledge of
the public key (corresponding to the key pair used for the image
signature), the integrity of the whole image may be verified;
b) with knowledge of the AES key used in the pre-embedding,
the mathematically lossless original may be recovered from the
watermarked image.

In the presence of manipulations, the public key based image
authentication indicates a compromise of the image integrity
and the private key based block signatures allow localization of
the manipulations. We illustrate this by means of an example. In
order to simulate a malicious attacker, the watermarked image
has been altered using an off-the-shelf image manipulation pro-
gram. In particular, vehicles around the structure at the center



Fig. 8. Manipulated image. Vehicles around the building at the center have
been removed.

have been digitally removed. The altered image is shown in
Fig. 8 (see Fig. 10 for an enlarged view of the area of interest).
When that image is passed through the watermark detector, the
image alteration has been successfully detected. Furthermore,
the altered region has been located, as indicated by the darkest
blocks in Fig. 9. In this figure, the shading reflects the level of
confidence in the integrity of a particular block, light shading
corresponding to high confidence values indicated by the hier-
archical image authentication scheme [18].

Fig. 10.  Area of interest. Watermarked image, manipulated image, watermark
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detection result (left to right).

TABLE 1
EFFECT OF L-LAW ON IMAGE QUALITY AND SUBSEQUENT LOSSLESS
COMPRESSION. Ag;,. IS THE INCREASE IN THE COMPRESSED FILE SIZE

Image | PSNR (dB) | Agise(bytes) | paiiiey | Avize(%)
F-16 56.54 2876 4.9 2.4
Mandrill 46.51 1440 2.5 0.8
Boat 52.91 2658 45 1.9
Barbara 5291 2019 35 1.3
GoldHill 50.83 1819 3.1 1.2
Lena 52.83 1510 2.6 1.1
Average 52.09 2054 35 1.5

A set of standard images (grayscale, 512 x 512 pixels) has
been used to further evaluate the impact of the proposed algo-
rithm on image quality and subsequent lossless compression.
For each image, the PSNR value after embedding the 584 byte
(sixty-four 64 x 64 and four 256 x 256 blocks with 64-bit
MAC:s per block and a 320-bit DSA) payload required by our
L-LAW implementation is shown in Table I. In addition to intro-
ducing a temporary embedding distortion, the lossless authen-
tication watermarks often decrease the effectiveness of a sub-
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sequent lossless image compression step. As the watermarked
image embodies both the image and the payload data, we ex-
pect an increase in the compressed file size equivalent to the
payload size. While this observation should be true for a per-
fect coder, the corresponding increase in a typical coder is much
larger than the payload size. In general, the watermark embed-
ding step disturbs the image statistics in a manner that is not
in agreement with the assumptions of the coder. As a result of
the model mismatch, the coder encodes the watermarked image
less efficiently. We quantify the effect of our algorithm on com-
pression efficiency by reporting the change in the compressed
(JPEG-LS [22]) file size, and the ratio of this increase to the
payload size in Table I. Despite the three fold increase with re-
spect to the payload size, the net increase with respect to the total
(compressed) file size is around 1.5%. The additional function-
ality of the authentication watermarks often justifies this rather
small increase.

V. CONCLUSION

We present a new lossless image authentication framework
which offers computational efficiency, public/private key sup-
port and improved tamper-localization accuracy. The proposed
framework is flexible and compatible with the existing lossless
(reversible) data embedding and fragile image authentication
algorithms. We have demonstrated a specific implementation
of the framework using hierarchical image authentication and
lossless G-LSB data embedding method. The framework can
also be easily implemented using other fragile authentication
and lossless data embedding methods, such as [13] and [23],
respectively.
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