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Abstract—The ubiquitous availability of image sensors in
smartphones and other mobile computing devices makes feasible
new applications for both barcodes that encode data as image
patterns and watermarks that hide data in images. To support
these new applications, a number of new methods have been
developed for these long-standing image-based data communi-
cation interfaces, methods that are better suited for use with
the image sensors. In this paper, we review these developments
and the applications they enable, drawing upon examples from
our own prior work in this area. We highlight key attributes
that distinguish these image-based communications interfaces
from other noncontact modes of communication and make their
continued use an attractive option.

I. INTRODUCTION

Images have long been used to communicate not only their
“literal” visual content but also data encoded as visual rep-
resentations. Since the invention of written language, humans
have learned how to encode words, alphabets, and digits as
visual patterns and to decode such encodings. It is no wonder
then that several of the earliest methods for communicating
over relatively longer distances were also based on visual
encodings, starting out as fire, smoke, and flag signals and
evolving into the relatively sophisticated semaphore signals
still used by a number of railways around the world [1]. In
modern times, several of the uses of such communication
systems have been subsumed by electrical or electromagnetic
signaling technologies operating either over connection media
or, increasingly, wirelessly over free space. However, image-
based data interfaces, which “bridge across the analog gap” by
embedding digital data in rendered imagery which is captured
by image sensors and utilized to recover the embedded digital
data, continue to play key roles in today’s world because of
their advantageous attributes and because image sensors have
become ubiquitous and inexpensive owing to their widespread
use in smartphones.

In this paper, we review several of the techniques used
for modern image-based data interfaces and the applications
enabled by such interfaces. We focus particularly on the two
main flavors of machine-readable image-based data interfaces:
barcodes that encode data as image patterns for easy machine
readability and digital image watermarks' that hide data within
an image without impacting the primary functionality of the

'Because image watermarks can also be visual patterns, we use the term
image-based data interface instead of simply referring to these as barcodes
and watermarks.
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image. Both of these are seeing extensive use in mobile ap-
plications because of their ability to interconnect the physical
and cyberworlds and the ready availability of image sensors
in smartphones, already alluded to earlier.

This paper is organized as follows. In Section II, we high-
light some of the common techniques used for communication
with image-based data interfaces and illustrate some of their
ingredients using illustrative examples from our own prior
work. In Section III, we discuss applications, both existing
and emerging, for these technologies, again drawing upon
examples from our prior work for specific demonstrations. In
Section IV, we summarize several of the attributes of image-
based data interfaces and contrast these with alternative tech-
nologies that address similar applications. Section V concludes
the paper with some summarizing remarks.

1. TECHNIQUES

As already indicated, we use the term image-based data
interface to describe methods that embed digital data within
imagery and decode the data from images captured from
analog renditions of the imagery, in display or print. The
bridge that such methods provide across the analog gap serves
a useful function by connecting between the physical world in
which the analog rendition resides and the cyberworld where
the digital data can be understood and acted upon. We restrict
our attention here primarily to image-based data interfaces
for print, only peripherally mentioning display versions in the
context of applications.

Barcodes have long been used as image-based data in-
terfaces for tagging objects with machine readable digital
identifiers for automation of store checkout and inventory
tracking in the retail industry and for other workflow tasks.
Figure 1 illustrates some of the commonly used versions of
barcodes: the universal product code (UPC)1 [2] of Fig. 1(a) is
extensively used for product labeling for checkout and tracking
in stores; the quick response (QR) code [3] of Fig. 1(b) is a
common 2D barcode used with smartphones to connect users
to a website with additional information for a product, event,
etc; the Aztec code [4], [5] of Fig. 1(c) is common in trans-
portation applications for encoding air/rail ticket information
on tickets or boarding passes for easy machine readability,
and the the Data Matrix [6], [7] code of Fig. 1(d) is common
in factory automation settings for part location and tracking.
With the wide-spread availability of cameras in smartphones,
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Fig. 1. Common barcodes: (a) UPC (b) Quick Response (QR), (c) Aztec,
and (d) Data matrix. The latter three, each encode the COMSNETS URL.

there is now an increasing number of applications that read
barcodes on smartphones. Driven by the widespread smart-
phone adoption, the cost of image sensors has also fallen
dramatically and specialized scanners for 1D barcodes, such as
the laser scanners traditionally used to read UPC codes, have
also been largely replaced by new designs incorporating image
sensors. Both the 1D and the 2D barcodes include, within
their designs, elements for ready localization of the barcode
within a captured image, for synchronization, and for ensuring
integrity of the recorded information using error correction
coding. For instance, for the QR code in Fig. 1(b), the three
distinctive square blocks on three of the corners, each made
up of a solid square enclosed by a hollow one, serve to readily
localize the barcode region within a captured image and allow
for correction of perspective geometric distortion introduced
due to the capture of the barcode from a position other than
the optimal fronto-parallel orientation. Combined with the
additional smaller hollow square closer to the fourth corner,
these squares also allow synchronization by determining the
location of the individual bit-carrying “modules,” which are
the smaller square elements that make up the barcode and are
black or white based on the bit they carry. The payload data for
the barcode is protected by a Reed-Solomon code [8], [9]. The
QR code standard [3] allows for various levels of redundancy
based on the expected operating environment for the barcode.

Smart phone cameras are primarily designed for capturing
photographs and not just barcodes, so sensing color is integral
to their functionality and they typically capture images with
three red (R), green (G), and blue (B) channels. Most barcodes,
however, are monochrome designs and fail to exploit the
capability that the color capture channels of the cameras offer.
This is in part because the monochrome designs work with
commonly available black and white printers. In many appli-
cations, however, the barcodes occur in color printed pages.
This is invariably the case for barcodes used with product
advertisements, for example. The adherence to monochrome
barcodes in these situations is primarily due to the original

legacy of the designs that were intended for use with special-
ized monochrome sensors. Color barcode designs that offer
similar robustness to the monochrome designs are therefore
desirable. Several recent efforts have explored the design of
color barcodes for mobile and other applications [10]-[15].
Among these, in Figs. 2 and 3, we highlight our own design
framework from [15], which offers not just a specific barcode
design but a methodology for extending any monochrome
barcode design to color. As shown in Fig. 2, the barcodes are
encoded as individual layers of the cyan (C), magenta (M), and
yellow (Y) layers used for printing, which are complementary
to the R, G, and B, sensors, respectively. Unlike the ideal
scenario, where the barcodes encoded in individual colorant
layers would appear individually in the captured R, G, B
channels, in the real-world, there is significant cross-channel
contamination, which we are able to model and correct for
as shown in Fig. 3 (details in [15]), allowing for decoding
of the data in the individual barcodes. The framework is
powerful because it offers a three-fold increase in the data
rate (the capacity gain is slightly lower) while retaining all
the features and capabilities developed via extensive research
for monochrome barcodes: viz., localization, synchronization,
error correction coding, etc. This re-use also ensures that these
aspects of the barcode are already optimized eliminating a lot
of the re-engineering required for a fresh color barcode design.
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Fig. 2. Per colorant layer encoding of color barcodes (from [15]).

While barcodes have been the long-standing workhorses for
image-based data interfaces, there is also a strong interest in
watermarks as an alternative, where the data is embedded
in an existing image via changes that are largely impercep-
tible to human viewers but can nonetheless be detected by
appropriate processing to recover the embedded data. The
requirement for image-based data interfaces to cross the analog
gap limits the attention to a smaller class of watermarks
designed for this purpose, examples include [16]-[22]. The
key advantage that the watermarks offer over barcodes is their
unobtrusiveness, which, however, also poses challenges in
terms of robustness of detectability and the computational load
required for detection — important considerations for mobile
devices. Despite these challenges, watermarking technology
has advanced to the point where there are now commercial
offerings for watermark detectors as smartphone apps [23]. As
with barcodes, for deployment of a watermark as an image-
based data interface, the watermark must include elements
for localization, synchronization, and error correction coding.
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Fig. 3. Decoding of per colorant layer encoded color barcodes with color interference cancellation (from [15]).
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Fig. 4. Illustration for how modulation for data embedding is compromised by consideration of image quality in watermark data embedding for clustered dot
halftone image watermarking by modulation of the orientation of the dots. These blocks represent highly magnified views showing regions corresponding to
different gray levels in an image. Note that the orientations of the dots are discernible only in the 25% and 75% area coverage scenarios. The other regions
labeled as highlights, shadows, and midtones show no discernible orientation of the dots because of the constraint imposed by the image gray level; the data
in these regions is effectively erased and must be recovered by the error correction coding scheme utilized. (from [20]).

Because, unlike barcodes, watermarking systems do not have
well-established open standards, these elements are typically
proprietary and vary depending on the watermark design and
application scenario. The data-embedding and error correction
coding often need to account for the fact that the original
image content needs to be preserved in the watermarked
version with high quality. For a similar physical footprint,
the payload is therefore usually lower with watermark based
systems than with barcodes. Figure 4 illustrates this idea for
a specific watermark system developed in our prior work [20]
for the watermarking of documents printed with the commonly
employed clustered dot halftones. We also observe that for
this specific watermark, the synchronization is fortuitously
accomplished by using the periodicity of the halftone structure.

Barcodes and watermarks represent two extremes of the
spectrum of image-based data interfaces and there also exist
techniques that explore alternatives that lie between these two
extremes. In particular, a few efforts have explored image
barcodes that visually approximate a desired image but allow
significant distortion in order to carry data in a more robust
and readily detectable manner [24]-[26]. An example from
our prior work is illustrated in Fig. 5.

III. APPLICATIONS

Image-based data interfaces enable a wide-array of applica-
tions. Barcodes are extremely inexpensive to produce and have
long helped to automate tasks such as store checkout and in-
ventory management, which are otherwise both labor intensive
and error prone. In the mobile world, they not only provide
analogous functionality in applications such as boarding pass

Fig. 5. An example image barcode. Significant distortion in the image is
tolerated in order to increase the robustness of the data embedding compared
with watermarks. (from [26]).

management and tracking, but also enable new functionality by
providing ready connectivity from the physical world in which
the image is rendered to the digital cyberworld. A common
example is the ability to easily connect to a website by using a
barcode on an advertisement or poster, which is demonstrated
by the barcodes in Fig. 1 (b), (c), and (d), which all encode
the URL for the COMSNETS conference. A user with a smart
phone app capable of reading these barcodes can use these to
visit the COMSNETS website without having to type in the
URL. In addition to primary advertising, the barcodes are also
powerful for cross-promotion of merchandise and products, for
example, through music downloads via QR codes on beverage
cups. The codes are particularly powerful in providing instan-
taneous access at a fine granularity. Videos can be attached,
for instance, to printed step-by-step instructions allowing a
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user to jump straight away to the step of interest instead of
having to view the video from the start. A large payload to
area-footprint ratio is highly desirable in a number of these
applications, which makes the 2D barcodes preferable over 1D
alternatives. The ability to encode additional data in such set-
tings, enabled for instance by the use of color, can be exploited
to increase the size of embedded data, reduce the physical
footprint of the barcode, and/or improve the robustness of
data recovery. Additional data can enhance this functionality
by for instance allowing encoding of additional information
for where the barcode is accessed, which can be useful for
measuring effectiveness of advertisement monetization. The
modular structure of the construction presented in Figs. 2 and 3
also offers the advantage of encoding independent parallel
pieces of information - for example, sites for download of
different (Android™, i0S™, WindowsMobile™) versions of
a smartphone app can be multiplexed within a single color
barcode instead of requiring separate barcodes as is often done
with the monochrome versions.

Applications similar to those enabled by barcodes can also
alternatively utilize watermarks. The unobtrusiveness of the
watermarks makes them particularly attractive in applications
where the insertion of a barcode would impair the aesthetics
of the image and the overall visual presentation. This can
be important, for instance, in deploying image-based data
interfaces in advertisements in printed magazines, where the
spatial footprint of the barcode can detract from the overall
aesthetic design of the page. Watermarking has been used in
such situations [18], [27]. Recently, watermarks inserted in
the printing in product packaging have also been proposed
to improve the efficiency of supermarket and grocery store
checkouts by not requiring a specific orientation of the package
while scanning it at cash registers. Such watermarks also
allow consumers to access additional information regarding
the product through the packaging either in the store or at
home [21], [22]. In particular, the product code and other
embedded information can be cross-linked and referenced
via back-end databases to provide information on nutrition,
recipes, related products, etc. Because the watermark data is
closely coupled with the images in which the watermark is em-
bedded it can also enable other applications for which barcodes
are inapplicable or an unnatural fit. In particular piracy can be
deterred through the use of watermarks. An example is the so-
called forensic watermark that embeds a unique data identifier
in each distributed version of multimedia content allowing
for localization of the source for unauthorized redistributions.
Notably, a forensic watermark [28] was utilized to identify the
source of illegally redistributed copies of the screeners from
the 2003, 2004, and 2005 Academy Awards (Oscars) [29].
Interestingly, one of the earliest proposed versions of such
watermarks was for printed documents [16].

The close coupling between a printed document and any
embedded data it carries has also been proposed as an effective
mechanism for validating the integrity and/or authenticity of
printed documents using both barcodes and watermarks [30]—
[33]. In such applications, the embedding of digital data

facilitates the use of cryptographic protocols and significantly
enhances security over alternative methods that cannot offer
similar guarantees. Validating image content poses additional
challenges in such settings because of the analog nature of
the printed image content which makes direct cryptographic
signature based authentication infeasible and necessitates that
comparison focus on verifying visual rather than digital equiv-
alence. Our recent work [32], presents an effective solution to
this problem by leveraging high capacity watermarks within a
cryptographically secure framework. The approach illustrated
in Fig.6, uses the high capacity embedding to digitally em-
bed a signed/encrypted thumbnail of the image content into
its printed rendition. Verification then proceeds by chaining
together the validation of the thumbnail via cryptography
and verification of the image content against the thumbnail
that provides a visual facsimile for comparison. Notably,
the methodology plugs some unappreciated security holes in
previously proposed printed image authentication methods and
also enables localization of intelligently architected malicious
manipulations. A sample result illustrating this latter aspect is
shown in Fig. 7, where the caption is self-explanatory.

(a)  Manipulated b) Extracted ©) Detected
image thumbnail from manipulated
the manipulated regions

images

Fig. 7. Detection of the manipulated regions when a nonauthentic printed
image is generated by local manipulation and signature transfer attack.
Manipulations are performed in digital domain after scanning the original
printed image. Images in the second row are the thumbnails extracted from
the manipulated images. (from [32])

IV. IMAGE-BASED DATA COMMUNICATION VS.
ALTERNATIVES

The applications for image-based data interfaces that we
highlighted in Section III naturally categorize into two main
classes: (1) applications that use the interfaces purely as carri-
ers of digital data in a machine accessible format, which can
be read from an image of interface’s physical “tag”, and (2)
applications that were enabled by the close coupling between
the interface and the image or the substrate in which the image
is rendered. For the latter class of applications, there are effec-
tively no viable alternatives that provide functionality similar
to the image-based data interfaces. For the former class of
applications, however, the connectivity that image-based data
interfaces provide between the physical and cyberworlds can
also be accomplished by alternative technologies. In particu-
lar, radio frequency identification (RFID) tags [34]-[36] and
the closely associated near field communication (NFC) [37]
technologies also enable noncontact communication of data.
Specifically, for NFC, the tag is a passive device comprised of
a loop antenna connected to a chip. When a suitably equipped
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Fig. 6. Content authentication framework for printed images: (a) Signature embedding and (b) Authentication verification. (from [32])

interrogating device, such as an NFC enabled smartphone, is
placed in close proximity of the tag, an electromagnetic signal
that it emits couples inductively with the antenna powering
the tag allowing two way communication. Like QR codes,
NFC tags can communicate digital data to the interrogating
device such as a web URL that provides access to additional
information/resources. Additionally, however, NFC tags can
also receive data from the interrogating device and update their
stored data. Table I compares several key attributes of image-
based data interfaces against NFC. The table highlights that
each of these modes of noncontact communication offers its
own advantages. In particular, the negligible cost of creating
barcodes, broad current availability of barcode readers as
software apps for smartphones with cameras, and ease with
which users can create barcodes on-their-own argue strongly
in favor of continued use of this preexisting technology over
NFC alternatives in applications where their functionality
suffices. For other applications, for instance, for smartphone
based automation of point of sale transactions, NFC offers
compelling advantages. The user experience with NFC tags
is more seamless because the user can simply tap their NFC
enabled smartphone in the vicinity on the NFC tag to read and
act upon the tag; the user does not need to open an app and
appropriately position the camera to capture a suitably focused
image of the barcode. Additional features such as security
through the use of encryption and updateability of stored in-
formation also make NFC better suited, for some applications,
than the image-based data interface alternatives. For some of
the attributes compared in Table I the attributes can depend,
in part, on the usage scenarios - this is indicated by the *
superscripts. For instance, though NFC communcation is itself
unobtrusive, (obtrusive) visual indicators may be required to
alert users to the existence of NFC capability. Similarly, in
display applications of image-based data interfaces, network
interaction can allow the use of cryptography.

) Technology
Attribute Image NEC
Communication One way Two way
Tag Cost Negligible Small
Range Visible Proximity
Obtrusive Maybe No*
Connection setup Interactive Seamless
Current availability Broad Limited
Tag Creation Easy Complex
Field Update No Yes*
Encryption No* Yes
Control Yes On/Off
Privacy Field-of-view | If encrypted
Lighting Required Unnecessary

TABLE I
ATTRIBUTE COMPARISON FOR IMAGE-BASED DATA INTERFACES (IMAGE)
VERSUS NEAR FIELD COMMUNICATION (NFC) TECHNOLOGIES FOR
NONCONTACT, CLOSE PROXIMITY COMMUNICATIONS.

V. CONCLUSION

The ubiquitous availability of image sensors embedded
in smartphones and other mobile computing devices makes
image-based data interfaces, viz. barcodes and watermarks,
an attractive option for communicating data for a variety of
applications. For physical tagging, new technology alternatives
such as RFID and NFC are also becoming available. In
these applications, the image-based data interfaces will likely
coexist with the newer NFC technologies instead of compet-
ing for replacement. Given the ubiquitous availability of the
smartphone camera and display and the limited availability
of NFC readers on current smartphones, in the near term,
for physical to cyber connectivity, it is likely combined tags
will be a promising alternative that allow users to access a
common piece of information using either the image-based
interface or NFC. Based on the close coupling between the
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image content and the digital data carried by image-based data
interfaces, they also enable other applications for which RFID
and NFC are not viable alternatives. In these applications, the
use of image-based data interfaces will continue and expand.
Ongoing research continues to adapt and improve image-based
data interfaces for existing as well as emerging application
scenarios.
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