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Abstract—The emergence of edge and fog computing paradigm
brings significant advantages to the ubiquitous cloud computing.
Reduced response time and energy consumption as well as
relaxed communication bandwidth requirement enable rapid
advancement of mission-critical applications. Energy harvesting
is an efficient and viable solution to realize sustainable operation
of edge devices. The lack of continuous network connection,
increased number of collaborative end-user nodes, limited energy
capacity, and vast deployment of resource constrained edge
devices, however, impose unprecedented security concerns. As
an essential part of energy-harvesting-powered edge computing
devices, an on-chip voltage regulator is leveraged in this perspec-
tive paper as a lightweight countermeasure against charging and
certain side-channel attacks through, respectively, reconfigura-
tion of the impedance matching network and randomization of
the power consumption profile. Security adaptive on-chip power
delivery thus enables trustworthy edge and fog computing with
negligible power and area overhead.

I. INTRODUCTION

Edge and fog computing is an emerging paradigm and a
promising solution to extend the capability of cloud comput-
ing to the edge of network to enable energy efficient, fast,
and privacy-enhanced applications [1]. By adding computing
capability close to the data sources, part of the workload
can be offloaded from the cloud to reduce the latency and
mitigate the bottleneck induced by limited network bandwidth.
The reduced latency and physical proximity further trans-
late into energy savings [2]. Moreover, leveraging localized
computation and storage, raw data is processed at the edge
instead of directly uploaded to the cloud such that user
privacy can be better protected [1]. Such improvements on
top of the conventional cloud computing paradigm benefit
various applications demanding real-time processing including
healthcare and activity tracking, augmented reality, cognitive
systems, and smart utility services [3].

Sustainable and long-term operation of edge devices are
desirable. Energy harvesting from ambient sources is essential
to realize such a goal. A wireless RF energy source is among
one of the most promising approaches to power edge devices
due to the wide availability, low cost, and easy implemen-
tation [4]. Resourced edge devices such as smartphones and
tablets have sufficient battery and electronic budget to perform
conventional security protocols. It is, however, impractical for
energy-harvesting-powered lightweight and cost-effective edge

devices to execute such protocols due to limited resources [5].
Meanwhile, such devices are vulnerable to wireless power
transfer attacks [6], [7] and side-channel attacks [8], [9]. A
malicious receiver within an RF energy harvesting system
may implement a charging attack by generating redundant
power transfer requests to the transmitter such that the power
received by the normal operating receiver nodes is greatly
reduced. Furthermore, side-channel attack can be performed
by an attacker through monitoring the power consumption or
electromagnetic (EM) emission of the load circuit to obtain
the secure workload information.

For lightweight energy-harvesting-powered edge devices,
due to the fundamental limit of device feature size and battery
performance, leveraging existing functions for security en-
hancement becomes a natural choice. Such approaches include
signal processing for authentication and analog characteristics
for encoding [5]. As an essential part of an RF energy har-
vesting system [10], a voltage regulator is utilized to convert
the DC voltage generated by the rectifying circuit to another
voltage level and regulate that voltage level to adapt to the load
circuit. On-chip voltage regulation has several advantages as
compared to off-chip implementation such as faster response
speed, reduced board area, and applicability for fine-grain
power management. On-chip voltage regulator is thus lever-
aged in this work to realize a security-adaptive on-chip power
delivery system to enhance the security level against charging
and certain side-channel attacks through reconfiguration of
impedance matching network and randomization of the power
consumption profile, respectively.

The rest of this paper is organized as follows. Background
information regarding RF energy harvesting system and on-
chip voltage regulation is provided in Section II. Details
regarding the utilization of an on-chip voltage regulator as a
countermeasure against, respectively, charging attack and side-
channel attack are provided in Sections III and IV. Conclusions
are offered in Section V.

II. BACKGROUND

A. RF energy harvesting systems

A typical RF energy harvesting system includes multiple
receiver nodes powered by an RF energy source. RF energy
may come from ambient sources such as mobile base stations
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Fig. 1. Illustration of a general RF energy harvesting system.

and WiFi access points and it may also come from dedicated
sources such as a sink node [4], with the later as the focus
of this paper. A general RF energy harvesting system and the
block diagram of a receiver node are illustrated, respectively, in
Figs. 1 and 2. The system consists of an RF energy source and
one or more receiver nodes. Each receiver node includes an
antenna, an impedance matching network, a rectifier, a voltage
regulator, energy storage components, and load circuits. RF
energy received by the receiver node is converted to a DC
voltage through a rectifier and that DC voltage is further con-
verted and regulated to a voltage level applicable to the energy
storage components and load circuits. The supply voltage level
and power conversion efficiency are largely affected by the
impedance matching network [11]. If the supply voltage is
too low, it may not be sufficiently strong to power the load
circuits. On the other hand, if the power conversion efficiency
is low, huge energy loss may lead to hotspots of the chip which
are detrimental to the normal operation of voltage regulators
[12].

B. On-chip voltage regulation

On-chip voltage regulation has been drawing significant
attention within many application domains such as proces-
sors [13], energy harvesting systems [14], and wearable de-
vices [15]. Major voltage regulator types including switched-
capacitor (SC) converter, buck converter, and low-dropout
regulator (LDO) have their respective advantages that can be
suitable for various design specifications. An LDO regulator
has fast response speed and high efficiency when the difference
between input and output voltages is low. Buck converter
can achieve a high power efficiency over a wide load current
range while SC converter has the benefits of easy integration
and high power density. Distributed on-chip voltage regulation
[16], [17] where multiple on-chip voltage regulators are dis-
tributed across the chip to provide localized voltage regulation
has been demonstrated as a promising trend to improve power
noise and response time. Significant amount of work has
been performed to improve the power conversion efficiency,
response speed, and output voltage ripple of voltage regulators
[13]–[19]. Meanwhile, various techniques have been proposed
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Fig. 2. Block diagram of a receiver node within an RF energy harvesting
system.

to improve the thermal [20], [21] and reliability [12], [22]
profile of voltage regulator and the load circuit. As security
issues of integrated circuits become more prominent, voltage
regulators can be further leveraged to enhance the security
level of the load circuit against various attacks [8], [9], [18],
[23]–[29].

III. ON-CHIP VOLTAGE REGULATOR AS A
COUNTERMEASURE AGAINST CHARGING ATTACK

A. Charging attack

Wireless power transfer attacks have recently drawn atten-
tion due to the popularity of RF-based wireless power transfer
networks and potential security flaws. Several security attacks
within a wireless power transfer system have been identified,
which include safety attacks, charging attacks, interference
attacks, spoofing attacks, software attacks, and monitoring
attacks [6]. Most of these attacks are directly or indirectly
related to the power transfer efficiency or energy that can be
harvested by the receiver nodes. Without sufficient power or
supply voltage level, the load circuits cannot function properly.
Implementation of efficient countermeasures against power
failure attacks becomes imperative.

A charging attack targets to decrease the power trans-
ferred to the normal receiver nodes. As an example, suppose
Node C in Fig. 1 is a malicious receiver node. Node C may
send redundant energy requests to the power transmitter even
though sufficient energy has been harvested in Node C such
that the energy received by Node A and Node B is reduced.
A malicious receiver node Node C can also feign the role of
the power transmitter to emit the out-of-phase RF waves [7]
to degrade the power received by Node A and Node B.

B. Countermeasures against charging attacks

During a charging attack, the available power delivered
to the load circuits may demonstrate intermittent behavior.
During power failures, the intermediate computations may
be interrupted and computation errors can occur within the
processing unit of edge devices. To deal with these problems,
a secure intermittent-robust computation (SIRC) framework
leveraging the non-volatile characteristics of spintronics is
proposed in [7]. The intermediate computation states can be
stored in non-volatile majority gates built with magnetic tunnel
junction-based devices when there is a power outage. When
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Fig. 3. On-chip voltage regulator as a countermeasure against charging attack.

the supply voltage recovers, the computation can be resumed
from where it was stopped. Furthermore, a majority voter can
be implemented in the power transmitter based on the power
consumption profile of each node to decide if there are any
malicious nodes. Such a countermeasure may lead to false
positives as different receiver nodes may perform diverse func-
tions at disparate time intervals, which lead to dissimilar power
consumption profile. Charging requests from these mistakenly
identified receiver nodes may be subsequently neglected by
the transmitter to cause permanent power failures.

A proactive countermeasure to reduce the occurence of
power failures due to a charging attack and to decrease or
even totally cut off the energy transferred to the malicious
receiver nodes is more promising. If malicious receiver nodes
cannot receive power from the power transmitter and totally
powered off after all of the stored energy is exhausted, other
wireless power transfer attacks such as interference attack and
spoofing attack could also be mitigated. Efficiency of wireless
power transfer and supply voltage level at the receiver node
are largely affected by the impedance matching network [11].
For a certain impedance matching network, the supply voltage
at the receiver node peaks within a narrow RF frequency
range. Out of this narrow frequency band, both the supply
voltage level and power conversion efficiency sharply drops.
Furthermore, a different impedance matching network may
have similar frequency band that leads to the peak supply
voltage. However, the peak voltage levels can still be different.
Similarly, for a certain emitted RF wave from the transmitter,
receiver nodes can obtain the required supply voltage level
and high power efficiency only when the impedance matching
network is optimized. Insufficient supply voltage level and low
power efficiency may lead to, respectively, denial of service
and hotspots within the receiver chip.

Based on the above observations, the impedance matching
network can be configured in synchronization with the RF
frequency emitted from the power transmitter to obtain the
optimal supply voltage level and power efficiency. Capacitors
within the voltage regulator can be leveraged to serve this
need as demonstrated in Fig. 3. With the aid of the additional
control circuit and switch network, capacitors not in use within
the voltage regulator can be reconfigured to different locations
of the impedance matching circuit as indicated in Fig. 3 to
realize optimal frequency band consistent with the received
RF wave.

Popularity of reconfigurable switched-capacitor voltage reg-
ulators [18], [30]–[32] within various application domains
including energy harvesting systems makes them a natural
choice to aid the reconfiguration of impedance matching
network. Capacitors typically consume more chip area than
the control circuit and switch network. Utilizing the capacitors
within the voltage regulator instead of additional dedicated
capacitors for the impedance matching network helps to reduce
the area overhead. Capacitor within the reconfigurable voltage
regulator may not be always in use during each switching
phase. Different combination and connection of idle capacitors
can form a wide variety of capacitance values. These capaci-
tance values can further be exploited to tailor the impedance
matching network. For example, through parallel or series
connection of only two idle capacitors and three available
locations in the impedance matching network, more than ten
different configurations can be realized.

Within an RF-based energy harvesting system, if the RF
wave emitted by the power transmitter has a fixed frequency,
during a charging attack when power received by the reg-
ular edge devices is reduced, supply voltage drop can be
detected by the control circuit to dynamically reconfigure the
impedance matching network to seek the chance of harvest-
ing energy from other ambient sources to mitigate possible
power failure. If the power transmitter is equipped with the
capability to dynamically change the frequency of the emitted
RF wave, synchronization between the power transmitter and
normal edge nodes can be realized to periodically alter the
RF frequency and impedance matching network. Such syn-
chronization can be initiated from the transmitter leveraging
preambles and pilots of radio communication [5]. Dynamically
changing the RF frequency makes it harder for the attacker to
implement charging attack.

Based on the charging duration, the total number of
available impedance matching network configurations can be
adapted accordingly such that the transmitted RF energy
cannot be intercepted by the malicious receiver nodes only
during one charging interval. This need-based design strategy
helps to simplify the control circuit and switch network. The
proactive countermeasure essentially provides encryption for
power transfer. It complements well with the SIRC framework
to enhance the security levels of RF-based energy harvesting
edge devices against charging attacks.

IV. ON-CHIP VOLTAGE REGULATOR AS A
COUNTERMEASURE AGAINST SIDE-CHANNEL ATTACK

A. Side-channel attack

A side-channel attack [33], [34] is a type of non-invasive
attack that leverages side-channel leakage information such as
power consumption profile and EM emissions to obtain secure
information of the chip. Data obtained from the side-channel
leakage can be directly analyzed or statistically operated
to perform, respectively, simple and differential side-channel
analysis attacks. Regarding power and EM leakage, simple
power/EM analysis attacks and differential power/EM analysis
attacks can be implemented. Typical power analysis attacks



require the measurement of the power consumption profile
through the power pins of the chip while EM analysis attacks
can be more powerful as a direct contact of the integrated
circuits may not be necessary [9]. Edge devices especially
energy-harvesting-powered ones can be deployed in the field
without continuous monitoring, and more easily accessed by
attackers as compared to general purpose devices to implement
side-channel attacks [29].

B. Countermeasures against side-channel attacks

The SIRC framework proposed in [7] is also effective to mit-
igate the power and EM side-channel attacks. For the proposed
SIRC architecture, a certain logic operation is realized through
magnetic tunnel junction based majority gates. A selector is
utilized to generate a selection signal based on the inputs.
Combined with the outputs of the spin-based low power and
high efficiency true random number generator, majority gates
can be configured to equivalent logic realizations with a differ-
ent power consumption profile. If all of the flip-flops within an
original logic design are replaced with the proposed majority
gates, the total number of different power consumption profiles
can be considerable, thus enhancing the security against power
side-channel attack. Furthermore, the state of sensitive non-
volatile memory storing secure information can change once
exposed to external magnetic field to mitigate EM side-channel
attack.

Additionally, an on-chip voltage regulator can be lever-
aged to further enhance the security of the edge devices
against power and EM side-channel attacks. Distributed on-
chip voltage regulation is more secure against EM side-channel
attack as compared to off-chip voltage regulation as shorter
and thinner metal lines enabled by the former lead to less
EM emission [9]. Moreover, the input current profile of a
multiphase SC converter has a strong correlation with the
activation pattern of each single phase. By randomly changing
the activation pattern of available phases, the input current
profile can be altered under a certain load current condition to
increase the power analysis based side-channel attack security
[8], [18]. By adding a time-delay to half of the converter
phases or withholding a random amount of charge through
flying capacitors, time-delayed converter-reshuffling technique
[23] and charge-withheld converter-reshuffling technique [24]
can be respectively realized to enhance the security against
machine-learning-based differential power analysis attacks. A
security-adaptive voltage conversion scheme is proposed in
[26] as a lightweight countermeasure against leakage power
analysis attacks. Redundant current is discharged through a
resister to change the power consumption of the load once
a leakage power analysis attack is sensed in the proposed
framework. Leakage power analysis attack countermeasure can
also be realized through false key-controlled aggressive volt-
age scaling proposed in [27]. Higher correlation coefficients
are achieved for the added false keys compared to the correct
key to mislead the attacker in the proposed scheme. Efficient
countermeasures leveraging the unique characteristics of on-

chip voltage regulators within edge devices can be combined
to mitigate simultaneously charging and side-channel attacks.

V. CONCLUSION

Gigantic advantages of edge and fog computing paradigm
prompt vast deployment of edge devices as valuable additions
to cloud computing, enabling mission-critical applications
and enhanced privacy. Energy harvesting is a promising way
to realize sustainable operation of edge devices. Due to
limited resources, conventional security protocols cannot be
practically implemented and energy-harvesting-powered edge
devices can be more vulnerable to security attacks. Charging
and certain side-channel attacks are emphasized in this work.
On-chip voltage regulators are leveraged as lightweight so-
lutions to elevate the security against such attacks through,
respectively, dynamic reconfiguration of impedance matching
network and randomization of power consumption profile.
Such a framework is compatible with the recently proposed
secure intermittent-robust computation architecture to further
boost security.
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