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A Voltage Regulator-Assisted Lightweight AES
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Abstract—In this paper, the mathematical foundations of the
security implications of utilizing various on-chip voltage convert-
ers as a countermeasure against differential power analysis (DPA)
attacks are investigated. An exhaustive mathematical analysis of a
recently proposed converter-reshuffling (CoRe) technique is pre-
sented where measurement to disclose (MTD) is used to compare
the security of the proposed on-chip CoRe regulator with the secu-
rity of conventional on-chip voltage regulators. A DPA-resistant
and lightweight advanced encryption standard (AES) engine im-
plementation that leverages the CoRe technique is proposed. The
impact of the centralized and distributed placement of the voltage
regulators on the security of a pipelined AES engine is explored.
The security implications of the relationship between the clock
frequency of the device under attack and the switching frequency
of the voltage regulator are investigated. As compared to an
unprotected AES engine, the MTD value of the proposed improved
pipelined AES engine with a centralized on-chip CoRe regulator is
enhanced over 9100 times.

Index Terms—Advanced encryption standard engine, central-
ized, converter-reshuffling, measurement to disclose.

I. INTRODUCTION

OWER analysis attacks (PAAs) are non-invasive side-

channel attacks to acquire critical information from cryp-
tographic circuits (CCs) by monitoring the power consumption
profile. A differential power analysis (DPA) attack is an ad-
vanced PAA that statistically analyzes multiple power traces
to determine whether a secret key guess is correct or not [1].
DPA attacks are widely utilized by attackers due to the high
efficiency and low cost. Various countermeasures have been
proposed against DPA attacks [2]-[8]. Although certain coun-
termeasures are quite effective to increase the trustworthiness
of modern integrated circuits (ICs), the corresponding power,
area, and performance overheads of existing countermeasures
are typically quite large to be widely utilized.

There is a growing trend to integrate voltage regulators (VRs)
fully on-chip in modern ICs to reduce the power noise, improve
transient response time and increase power efficiency [9]-{12].
A one-to-one relationship exists between the input current [j;,
and load current 1,4, as shown in Fig. 1, when a conventional
on-chip VR (such as a low-dropout (LDO) regulator, a buck
converter, and a switched-capacitor (SC) converter) is utilized.

Manuscript received January 7, 2016; revised March 9, 2016; accepted
April 10, 2016. Date of publication July 7, 2016; date of current version
August 9, 2016. This work is supported in part by the National Science Foun-
dation CAREER award under Grant CCF-1350451 and by the USF Presidential
Fellowship. This paper was recommended by Associate Editor Y. Ha.

The authors are with the Department of Electrical Engineering, University of
South Florida, Tampa, FL 33620 USA (e-mail: weizeyu@mail.usf.edu; kose @
usf.edu).

Color versions of one or more of the figures in this paper are available online
at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TCSI.2016.2555810

/) L on)

/ Iload,l inl \
/ \ / \

| loag2 1 :

' '
' T T '
| ' '
[ S SN
' '

‘ |
\ |

Injective transformation

‘ CVR: Conventional voltage regulator ‘

Fig. 1. One-to-one relationship between the input current and load current in
conventional voltage regulator.
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Fig. 2. One-to-one relationship between the input current and load current can
be scrambled by powering the critical circuit blocks with the proposed voltage
regulator.

Therefore, an attacker can determine what is going on inside
a CC by monitoring the input power profile of a conventional
on-chip VR. To break the one-to-one relationship between the
input current and load current, converter-gating (CoGa) tech-
nique is proposed in [13] to achieve a non-injective relationship
between the input current and output current, as shown in
Fig. 2. A multi-phase SC converter is utilized in the CoGa
technique where the total number of active converter phases
is adaptively altered based on the load power requirement to
achieve a high power conversion efficiency [13]. A pseudo-
random number generator (PRNG) is also inserted to randomize
the sequence of the activated phases when the load current
changes. However, if the variation in the load current is small,
as shown in Fig. 3, CoGa technique is not activated. To increase
the variance of injected random power noise by the on-chip VR,
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Fig. 3. CoGa regulator in [13] (8-phase) exhibits a constant sequence of active
stages if the variation in load current is small.
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Fig. 4. Sequence of active stages is reshuffled in every switching cycle with
the proposed CoRe technique.

converter-reshuffling (CoRe) technique is proposed to ran-
domly reshuffle the sequence of active and gated stages in every
switching cycle, as shown in Fig. 4, even when the change in the
load current is small [ 14]-{16]. The primary difference between
the CoGa and CoRe techniques is the design of the PRNG.
As compared to the CoGa regulator, the correlation coefficient
between the input power and load power of the CoRe regulator
is significantly reduced due to the larger variance of the inserted
random power noise by reshuffling the active and gated stages.
Multiphase on-chip VRs can be distributed across the die or
implemented at a centralized location [17]-{19]. Therefore,
the security implications of the centralized and distributed on-
chip voltage regulation with the proposed CoRe technique are
investigated based on the correlation coefficient between the
input power and side-channel power.!

A pipelined advanced encryption standard (AES) engine is
a widely used CC due to the low path delay [20]-{22]. In a
typical 128-bit pipelined AES engine, 16 substitution-boxes
(S-boxes) are required in the 1st round encryption (each S-box
is 8-bit), where each of the 16 S-boxes works independently. In
a practical attack, if the attacker intends to attack one of those
16 S-boxes during the 1st encryption round, the attacker can
dynamically alter the 8-bit input plaintext that corresponds to
the input of the S-box under attack. The other plaintexts that are
applied to the other 15 S-boxes which are not under attack are
kept constant. As a result, the transient power noise generated
by these 15 S-boxes which are not under attack would be greatly
reduced and only a small amount of leakage power is dissipated
within these S-boxes.

!Side-channel power represents the power consumption induced by the
S-box under attack.
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If the 15 S-boxes which are not under attack can exhibit
a high dynamic power consumption even when the attacker
applies a constant input plaintext, this dynamic power con-
sumption can be randomized with the CoRe technique to further
decrease the correlation between the input power and side-
channel power. Therefore, an improved pipelined AES engine
is proposed where invert boxes are added at the inputs of the
S-boxes with a negligible area and power overhead. A clock
signal with half of the frequency of the input plaintext is utilized
to control all of the added invert boxes to ensure that all of the
S-boxes would always have a high dynamic power consumption
even if their input plaintexts are constant.

A preliminary version of this work appeared in [14]-{16]. We
introduce the CoRe technique in [ 14] where we demonstrate the
working principle with simulation results without providing a
detailed analytic model. In [15], a certain time delay is inserted
in the CoRe technique while activating the phases to eliminate
the possibility of having zero entropy under machine learning
attacks. A finite amount of charge is withheld in the flying
capacitor for a random amount of time in [16] to increase
the entropy of the input power profile. The key contributions
of this paper are to lay the mathematical foundations of the
CoRe technique through a detailed analysis of the correlation
between the input and output power of both conventional and
proposed voltage regulation techniques. The correlation coef-
ficient and measurement to disclose (MTD) are used as the
security metric in this paper instead of the power trace entropy
used in [14]{16]. The implications of the physical placement
of the VRs on the correlation coefficient are investigated with
centralized and distributed implementations of the CoRe regu-
lators. We have recently noticed that the CoRe technique with
an improved pipelined AES engine inserts both additive and
multiplicative noise to the input power profile. An improved
lightweight AES engine is accordingly proposed to further
scramble the input power even if the attacker applies a constant
plaintext to the S-boxes that are not under attack. The security
implications of the proposed techniques are analytically proven
using the correlation coefficient and MTD.

The rest of the paper is organized as follows. The security of a
switching converter against power analysis attacks is explained
in Section II. The correlation analysis between the input and
load power of different on-chip VRs is discussed in Section III.
In Section IV, a conventional pipelined AES engine with on-
chip CoRe technique is analyzed. An improved pipelined AES
engine with the centralized CoRe technique is proposed in
Section V to reduce the correlation coefficient between the
input power and side-channel power. The analytical analysis
is further supported by circuit level simulations in Section VI
while the conclusions are offered in Section VII.

II. SECURITY OF A SWITCHING CONVERTER AGAINST
POWER ANALYSIS ATTACKS
The correlation coefficient between the input data and actual

dynamic power dissipation of a cryptographic circuit (CC)
is [23]

m
v (1)
my
and the corresponding MTD value is [23]
1
MTD x — ©))

72
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where m; is the total number of bits of the input data and mg
is the number of bits which strongly correlates with the actual
dynamic power consumption in the input data. The correlation
coefficient y between the input data and actual dynamic power
consumption is determined by the architecture of a CC. If the
architecture of a CC is not modified at runtime v and MTD
would not have a significant variation.

A switching converter has two phases in each switching
period: charging phase and discharging phase. The average
input power within a switching period strongly correlates with
the load power within that switching period. Let us assume that
the switching frequency of the converter is f; and the clock
frequency of the CC is f.. In modern ICs, f, is typically greater
than f [19], [24] (we assume f. = M f5). To obtain accurate
power data generated by a CC from the input side of the
switching converter, the attacker needs to sample the average
input power within a switching period as one sample of the
power data. However, from a CC without a switching converter,
the attacker can obtain M different power data samples within
that switching period. As a result, if a CC is powered with
a switching converter, the MTD is inherently enhanced M;
times, as compared to the MTD of a CC without a switching
converter. Decreasing the switching frequency is therefore an
effective way to enhance the MTD value, but lower switching
frequency may increase the area of output capacitance of the
voltage converter. So there is a trade-off between the area and
security of switching converters.

III. CORRELATION ANALYSIS OF
ON-CHIP VOLTAGE REGULATORS

In this section, the correlation coefficient models are pre-
sented for the CoGa and CoRe techniques as well as for the
conventional on-chip VRs.

A. Modeling Correlation Coefficient of Converter-Gating
(CoGa) and Converter-Reshuffling (CoRe) Regulators

The CoGa regulator [13] consists of two types of modula-
tions: frequency modulation and number of activated phases
modulation. The switching frequency fs in CoGa regulator
has a narrow variation range [fs p — Afs/2, fopr + Afs/2],
where f, ;. is the corresponding switching frequency to
achieve the peak power conversion efficiency and Af, is the
amplitude of the variation in the switching frequency fs. If f
is higher than fs . + Afs/2, an additional phase is activated
to provide more power to the load. When an additional phase is
activated, f; is reduced to a nominal value. If f is lower than
fs.or — Afs/2, an active phase is gated to reduce the output
power while f, is increased to a nominal value.

To investigate the security implications of CoGa or CoRe
regulator, the type of power noise generated by CoGa and CoRe
regulators needs to be determined. Two different types of noise
can be inserted into a system: additive noise and multiplicative
noise. The input power of CoGa or CoRe regulator P;,, can be
defined as

P, = ao X Pload + b 3)

where Plo.q is the load power dissipation of CoGa or CoRe
regulator. a, and b,, respectively, represent multiplicative and
additive noise. If the load power Pjy,q is zero, the input power
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Py, is also equal to zero. Therefore, b, = 0 and only the multi-
plicative noise exists in CoGa or CoRe regulator. Since signal-
to-noise ratio (SNR) is not a convenient metric for modeling
multiplicative noise, correlation coefficient between the input
power and load power is used as the metric to evaluate the
security of on-chip VR [2], [3].

The dynamic power consumption P;[m] of a single S-box
in an AES engine induced by the mth, (m =1,2,...) input
plaintext conforms to a normal distribution [23], where the
mean and variance of P,[m] are, respectively, ps and o2.
Assuming that the clock frequency of the AES engine is M,
times greater than the switching frequency of the CoGa or
CoRe regulator (i.e., f. = M fs), the average dynamic power
consumption of a single S-box within a switching period Py[m]
can be written as

My~
Z m+p @)

When Py[m|, Py[m +1],..., Pyfm + M; — 1] are mutually
independent, the average dynamic power consumption of a
single S-box within a switching period P;[m] also conforms
to a normal distribution with mean 7z; and variance o2 as

— Bs
= D ap b (5)
p=0
— Ml o 2 o2
2 S _ s
o3 I; < M1> i ©)

The minimum and maximum average dynamic power dis-
sipation of a single S-box within a single switching period
are, respectively, jminPo and jmaxPo where Py is the power
resolution. Assuming Py is sufficiently small, the following
approximated equation can be written as

(GxPg—ps)?

Jmex p SN B
> PO\/_eXp< m >z1. (7)

If the total number of input plaintexts applied by the attacker
is W, the number W; which corresponds to the average dy-
namic power of a single S-box 7Py, (j € [fmin, Jmax)) Within a
switching period can be approximated as

PovM

(_ (GxPy— uéﬂ)

202

My . 8
/o P ®)

If the attacker intends to sample K, (K = 1,2,...) consec-
utive switching periods as one sample of power data, as shown
in Fig. 5, the input power distribution among the (n + u)T}
and (n+u+ )T, (n=0,1,...,u=0,1,2,...) period can
be denoted by array A, as

J=Jmin

W; = W——=

AnJru - [anJru,l; An+4u,25 -+« anJru,N]P (9)

where P is the power consumed by each phase, N is the total
number of phases of CoGa or CoRe regulator, and a4, €
{0,1}, (i =1,2,..., N). Another array G(0) = [g1(0), g2(0),

.., gn(0)] is used to store the range of sampled input power
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Fig. 5. Input power data sampling for the attacker within K consecutive
switching periods when the CoGa or CoRe techniques are enabled (7% is the
switching period of the CoGa or CoRe regulator).

spikes within the nth switching period where @ is the phase
difference between the switching frequency and frequency of
data sampling. The elements g;(#) in G(¢) array are

9i(0) = {?

The total sampled input power by the attacker within K con-
secutive switching periods P? . (K, #), as shown in Fig. 5, is

mn,n
Z jn+uPO

i < [0/27 x N]

,[0/27 x N] <i < N. (10

i+
:Pmn +Z]n+u 0 (11

u=1 Mo

where a complementary array G(0) = [g1(0), g2(0), ...,
gn(0)] is used to represent the range of input power sampling
within the (n + K)th switching period, where 7 is the power
efficiency of CoGa or CoRe regulator and j,, v € [Jmin, Jmax]-

For the CoRe regulator, the total number of power spikes
k4, within the (n+u)th switching period can be determined as

(12)

j P,
kn-{-u = |:]7n+u i O:| .

no X P

Additionally, the element ay,,; in A,, needs to satisfy
27{\;1 Aptu,i = kn-{-u'

In the CoRe regulator, the total sampled input power within
the nth switching period and the (n + K )th switching period is
Pljfn(e) =[P, (l=0,1,2,...,N). The number of the corre-
sponding input power samples can be counted as 7 j,, ;. , . ()
after all of the possible A,, and A, x are enumerated. When
W input plaintexts are applied by the attacker, the number of
total input power samples x; () for the corresponding sampled

input power P n(&) can be calculated as

Jmax Jmax

2. 2 W

Jn+K=Jmin Jn=Jmin

xl(e) = In+ K Tljn,jnt K (9) (13)
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The mean value of the total sampled input power within K
consecutive switching periods pi, (K, ) becomes?

Min(K; 9) = (Ri n(K7 9))
K-1 . P
< (rzim) v (X 2rt)
u=1

7o
1P x ()

+ (K - 1)y (14)
N :
>0 1(0) ’
where 1, is
Jmax (GxPy—ps)?
j Po/ My —zg te)
§ .7 0 Xp< 205 /My ) . (15)

Ios
j=jmin 10 <V2r

The variance of total sampled input power within K consecu-

tive switching periods o (K, ) can be written as®

o7, (K, 0) = Var (P (K, 0))
K—lj P
-V Psl 9 +V n+ud 0
ar( 1nn( )) ar <uz:1 77’0 )
Yo (21(0) x (1P —puin(6))?
-2 ) s
=0
(16)
where (c7,)? is
/ 1 o /
Wf‘ﬁ > GPo/mo— ). (A7)

=Jmin

The load power of the CoRe regulator Poaq (K, 6) that
corresponds to the sampled input power PJ n(K ,0) can be
written as

0 0
Pioad,n (K, 0) = (1 - 2—> Jn+1Po + —Jn+K+1P0
K
+Y b (18)

u=2

The mean value of the load power 1, (K, #) and variance of the
load power o2 (K, 0), respectively, are

6 9
pr (K, 6>:(1_2_)M9+2_Ns+(K —Dps = Kps (19)

0 02 0 02 02 K02
2 _ _ s
UL(K,H)—<1 —) St oR (K-1) ) =
(20)

The correlation coefficient of the on-chip CoRe regulator
v(K, 0) is determined as*

E (P9 (K, 9) X Pload,n(K7 9))

oin(K,G) X \/K/Mlos
B win (K, 0) x Kps @1
om(K,0) x \/K/Mio,

’Y(Kv 9) -

2E represents the sign for the calculation of the mean value.

3Var represents the sign for the calculation of the variance.

4The attacker sampled the total input power within K consecutive switching
periods as one sample of the power data.
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where E (P, ,,(K,0) X Poadn(K,0)) is

E(R; n(K 6) X P103d7n(K7 9))
1

(jmax - jmin + 1)K+2
jmax jn]FLX
A >
Jn+K+1=Jmin  Jn=Jmin

K—lj P
Ps 1 + n+ud 0
(e
0 0
=5~ 7r 41 Po+ 2_.7n+K+1PO+Z]n+uP
(22)

The average correlation coefficient of the CoRe regulator y(K)

can be denoted as
27

i /’y(K, 0)do.
2

0

The correlation coefficient modeling of the CoGa regulator
is quite similar to the modeling of the CoRe regulator with one
extra condition that needs to be added to the element a,,1,,; in
Apty as

an+u+1,i - anJru,i Z 07
Gn+u,i — On+tu+1,i Z 07

B. Modeling Correlation Coefficient of Conventional On-Chip
Voltage Regulators

Conventional on-chip (COC) VRs such as LDO regula-
tor/buck converter/SC converter typically do not insert any
randomness in the input or output power profile unless their
architectures are tailored to scramble the input and output
impedance characteristics. The relationship between the input
power and load power of a COC VR can be modeled as

1
(t 4+ At) = — X Pioaa(t)
m

Y(K) = (23)

if knJrqul > knJru (24)

if ko < Engust.

/
‘PlIl

(25)

where At is the time delay between the input power and load
power, 71 is the power efficiency, P/, (t + At) is the transient
input power, and Ploaq(t) is the load power of a COC VR.

The detailed correlation coefficient derivation of COC VRs
can be found in Appendix A.

C. Validation of the Proposed Correlation Coefficient Models
With Practical Parameters

Substitution-box (S-box) is a circuit which is widely used in
cryptography to mask the relationship between the secret key
and ciphertext [25]{27]. Since an S-box can perform a non-
linear transformation, for an S-box with m bits of input data,
the output data can be my, bits that are masked through the non-
linear transformations. An S-box with a clock frequency f. of
200 MHz is designed [28] with 130 nm CMOS and simulated
in Cadence. The dynamic power dissipation of the S-box Py[m]
conforms to a normal distribution with a mean value pg of
264 W and a standard deviation og of 26.8 uW. The total
number of phases N in the CoGa and CoRe regulators is 32.
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Fig. 6. Phase difference versus correlation coefficient of CoGa and CoRe
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As shown in Fig. 6, the correlation coefficient between the
input power and load power of CoGa and CoRe regulators is
not constant when the phase difference between the switching
frequency and data sampling frequency changes. Unlike CoGa,
CoRe regulator has a lower correlation coefficient due to the
increased randomness with the reshuffling operation.

The relationship between the sampling switching period and
average correlation coefficient is shown in Fig. 7. The correla-
tion coefficient of an LDO regulator is around 1 due to the negli-
gible time delay between the input power and load power. CoRe
regulator exhibits the lowest correlation coefficient among the
existing on-chip VRs due to the high randomness obtained with
phase reshuffling. When the attacker increases the number of
sampling switching periods, the average correlation coefficient
of the CoRe regulator increases. The reason is that a certain
portion of the noise inserted by the CoRe regulator can be
filtered by the attacker by increasing the number of switching
periods for each sampling. The cost is that more measurements
are required for a successful attack, potentially increasing the
MTD.

Let’s assume that the correlation coefficient between the
predicted and actual dynamic power consumption of an S-box
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is 1 and the correlation coefficient between the actual dynamic
power consumption of an S-box and input power of an on-
chip VR is ~s. Since the operations that occur in the S-box are
independent of the operations of the on-chip VR, the correlation
coefficient between the input data and input power of an on-chip
VR 73 can be denoted as [23]

Y3 =71 X V2. (26)

For a single S-box, the relationship between MTD value MTD
and correlation coefficient 7; is [23]
C

MTDg ~ — 27)
71
where C' is the success rate dependent constant [23]. Accord-
ingly, for a single S-box powered by an on-chip VR, the
measurement to disclose MTD; becomes

MK

V3

MTD; ~ x MTDg = R x MTDg (28)
where R is the MTD enhancement ratio of a single S-box
powered by an on-chip VR. As compared to an S-box without
an on-chip VR, as shown in Fig. 8, a single S-box with the CoRe
regulator has the highest MTD enhancement ratio. The lowest
MTD enhancement ratio of the CoRe regulator with S-box is
71.4 when the attacker optimizes the sampling duration of the
attack and selects the total input power within 4 consecutive
switching periods as a single sample of the power data.

The average correlation coefficient of the CoRe regulator
decreases when the total number of phases N increases, as
shown in Fig. 9. The reason is that when NV increases, more
number of gated phases are utilized to increase the randomness
of the CoRe regulator. Additionally, if the power P consumed
by each phase increases, the average correlation coefficient of
the CoRe regulator reduces due to the larger variance of the
random noise caused by the phase reshuffling within every
switching cycle.

IV. CONVENTIONAL PIPELINED (CP) AES ENGINE WITH
CONVERTER-RESHUFFLING

In this section, the security concerns of a conventional
pipelined AES engine are presented. Additionally, the implica-
tions of centralized and distributed on-chip voltage regulations

1157

+0.38

effic
e o
w W
Y
1 4 1
o]
/

1 —O— CoRe regulator
0.32
0.30

Average
ion coeffici

correlati
o
N
(-]
1

0.26 |
T T T T T T T T

10 12 14 16 18 20

Power undertaken by each phase: P (uW)

035
0.34
0.33
0.32
0.31-
0.30 O—o—

°0.294vax'x'x'x'x'x'x'x'
22 24 26 28 30 32 34 36 38 40 42

Number of phases: N

—O— CoRe regulator

O\O

Average
orrelation coefficient

O\O

Fig. 9. Number of phases and power undertaken by each phase versus average
correlation coefficient.
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Fig. 10. st encryption round of a typical 128-bit pipelined AES engine.

with the CoRe technique on the security of the AES engine are
investigated.

A. Practical Power Attacks on a Pipelined AES Engine
Without On-Chip Voltage Regulation

For a conventional 128-bit pipelined AES Engine, 16 S-boxes
need to be placed in the 1st round encryption block, as shown
in Fig. 10. If an attacker intends to implement a DPA attack
on one of the 16 S-boxes in the lst encryption round, the
attacker can apply a suitable input plaintext combination to
simplify the attack. For example, when S-box| is being targeted
with a DPA attack, the attacker can input a different 8-bit
plaintext; to combine the 8-bit cipher key; with the input
side of S-box; sequentially while also maintaining the rest of
the input plaintexts (plaintext,, plaintext,, ..., plaintext,q) as
constant. As a result, S-box; would exhibit a high dynamic
power consumption while the other 15 S-boxes would show a
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Fig. 11. A conventional pipelined AES engine with a distributed on-chip CoRe
technique.

low leakage power dissipation. The leakage power generated
by the other 15 S-boxes with a constant input plaintext can be
treated as an additive power noise to the S-box; that is under
attack.

B. Conventional Pipelined (CP) AES Engine With a
Distributed CoRe Technique

Since 16 S-boxes exist in the 1st round encryption block
of the CP AES engine, if a distributed CoRe technique is
employed, 16 CoRe regulators are needed to power all of the
S-boxes, as shown in Fig. 11. Let us assume that the total
number of phases in the distributed CoRe regulators is /N and
the number of phases in each distributed CoRe regulator is
N/16. In this case, the phase shift 3, . in each distributed CoRe
regulator can be written as

—(y+16x (z—1))

/By,z = N
where y represents the yth (y =1,2,...,16) CoRe regulator

and z is the zth (z = 1,2,..., N/16) phase in the yth CoRe
regulator. The total sampled input power P2:% (K, 0) of a CP

m,n

AES engine with 16 distributed CoRe regulators within K
consecutive switching periods can be expressed as’®

ZAd K 9 <]Dleaky>

—I—Ail(K 9)<(1 )jnP0+ Qﬂ]n-i-KPO_‘_Z =1 jn-‘ruPO>
"o

2T (29

P (K. 0) =

i, ?'L

(30)

where A% (K, 0) is the yth multiplicative noise inserted by the
yth CoRe regulator and Picaxk y is the leakage power dissi-
pation of the yth S-box. For a 128-bit CP AES engine with
a distributed CoRe architecture, the total number of phases
can be utilized to scramble the side-channel power is 16/N.
However, if a centralized CoRe architecture is used to power a
CP AES engine, all of the phases can be utilized to scramble the
input power consumption. The variance of noise in a CP AES
engine with a distributed CoRe architecture may therefore not
be high, which can be enhanced by utilizing a centralized CoRe
technique in the following section.

5 Assuming S-box; is under DPA attacks.
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Fig. 12. A conventional pipelined AES engine with a centralized on-chip CoRe
technique.

C. Conventional Pipelined (CP) AES Engine With a
Centralized CoRe Technique

When all of the 16 S-boxes use a centralized on-chip VR, as
shown in Fig. 12, a common on-chip CoRe regulator is utilized
to deliver power to all S-boxes. In this case, the total sampled

input power Plicn (K, 6) within K consecutive switching cycles

can be denoted as

— 2 )jnPo + jnix Po
Mo

K-1 .
Zu:l Jn-l-uPO + Pleak) (31)

m,n

PS° (K, 0) = A°(K, ) (O

+

Mo

where A¢(K, ) is the multiplicative noise generated by ran-
domly reshuffling the active and gated phases in a CP AES
engine with a centralized CoRe regulator. Pje,x is the total
leakage power generated by the 15 S-boxes with constant input
plaintext where Zy 5 Pleak,y = Pleak-

Assuming that the correlation coefficient of a centralized
CoRe regulator within a CP AES engine is vy, the signal-to-
noise ratio (SNR) of the centralized CoRe regulator within a
CP AES engine SNRg is [23]

1

L1
’Yo

o
SNRy = — = (32)
94

where 0]20 and 0'3 are, respectively, the variance of the signal and
noise. Accordingly, the variance of the noise of the centralized
CoRe regulator within a CP AES engine can be denoted as

1
2
ci=(—=—1
e (’Yo )f

As shown in Fig. 13, the average correlation coefficient
of a centralized CoRe technique is lower than the average
correlation coefficient of a distributed CoRe technique. The
reason is that an increased number of gated phases are utilized
during the reshuffling operation. As a result, the variance of the
power noise inserted by the phase reshuffling operation in every
switching cycle in a centralized CoRe architecture is enhanced
significantly as compared to the total variance of power noise
in a distributed CoRe architecture. As shown in Fig. 14, the
minimum MTD enhancement ratio of a CP AES engine with a
centralized CoRe architecture is around 544 when the attacker
samples 10 consecutive switching cycles. Alternatively, the
minimum MTD enhancement ratio of a CP AES engine with a

(33)
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Fig. 13. Sampling switching periods versus average correlation coefficient and
variance of power noise of the distributed and centralized CoRe architectures.

10*+
® —O— Distributed CoRe
-.% —O— Centralized CoRe
©
©
=
[ 3|
g 10°5
O 3
[*]
(=
©
-
c
2 2
£ 103
s
10’

—F v 1 1 % ¥ F "1 " F [ v v 7T°
0 1Ty 2T, 3Ty 4T, 5T, 6Ty 7T, 8Ty 9T; 10T, 11T
Sampling switching periods: KTg

Fig. 14. Sampling switching periods versus MTD enhancement ratios of the
distributed and centralized CoRe architectures (M7 = 5).

distributed CoRe architecture is about 137.1 when the attacker
samples 4 consecutive switching cycles. After adopting the
centralized CoRe technique, the minimum MTD enhancement
ratio is also significantly increased.

V. IMPROVED PIPELINED (IP) AES ENGINE WITH
CENTRALIZED CORE TECHNIQUE

In a CP AES engine, the S-boxes which are fed with a
constant input plaintext would generate a low leakage power
dissipation. If those S-boxes that are not under attack can
exhibit a high dynamic power dissipation all the time even when
constant input plaintext is applied, this high dynamic power
dissipation may act as a power noise to scramble the dynamic
power generated by the S-box under attack.

An improved pipelined (IP) AES engine is proposed to
ensure that all of the S-boxes have high dynamic power
dissipation at all times. As shown in Figs. 15 and 16 invert
boxes (the internal logic circuits of each invert box are shown
in Fig. 16) are inserted at the inputs of the S-boxes. After
the 11th round of CP AES engine, a mask removal operation
is performed, similar to [29]. CLK; is the clock signal for
controlling the frequency of the input plaintext (CLK; also
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Fig. 15. Full encryption rounds of an 128-bit improved pipelined (IP) AES
engine. Note that invert boxes are added before the 1st round and the mask
removal operation is performed after the 11th round (the architecture of the
reconstructed S-box can be founded in [29], [30]).

represents the clock frequency f. as mentioned before). CLKo
is the clock signal to control the frequency of the invert
operations in each invert box. When the frequency of CLK; f.
is two times of the frequency of CLKs fr, (f. = 2fr), the
input data of each S-box can be inverted with a frequency of
fe if constant input plaintext is enabled. As shown in Fig. 16,
if E, = (10010100)2, (10010100)s,..., after adding the
corresponding invert box, the output data of invert box becomes
F, = (10010100)2, (01101011), (10010100),, (01101011)s,
.... All of the S-boxes can therefore exhibit a high dynamic
power consumption even if a constant input plaintext is applied
by the attacker.

For the IP AES engine with constant input plaintext, if the
output data of the ythinvert box is Fyy = (fy,1, fy,2,- -5 fy,8)a
and F, makes a transition from (fy 1, fy.2,...,fy8), tO
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and variance of power noise of the CP AES engine with a centralized CoRe
regulator and the IP AES engine with a centralized CoRe regulator.

(fy1s fy2s--» fy.8)2, the dynamic power consumption of
the yth S-box is P;,,1. When F}, makes a transition from
(fy,l; fy72, ey f%g)g to (fy,l; fy72, ey fy78)2, the dynamic
power consumption of the yth S-box is Py, .. The total
dynamic power dissipation Py, of the yth S-box within a
switching period can be denoted as

My x (Paya + Pay,2)
5 .
The mean value /i1, and variance o7 , of the dynamic power

dissipation of the yth S-box within a switching period respec-
tively, are

Pay =

(34)

M
s + s) X 5+
111,y e ti) X Mz 2= s (35)
2
R RIS A
Y M2 - 9"
1

Accordingly, the mean value p; and variance o of the total
dynamic power consumption generated by the other 15 S-boxes

with constant input plaintext within a switching period become
pr =15 g 37

o2

0? =15 x 79_750 (38)

If a centralized CoRe regulator is utilized to deliver power

to an IP AES engine, the total sampled input power within K
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. . . . s, I,c : 6
consecutive switching periods P, (K, 0) can be obtained as

16
R
RL(1.0) = Ave( ) | Ze=
7o
L AT(K, ) (1= L) jnPot L jni k Po+> "0y dniulo
’ Mo

(39)

where AT¢(K,6) is the multiplicative noise. The total dy-
namic power consumption within a switching perlod induced
by the 15 S-boxes with constant input plaintext is Z Pd g~
N (15 pg, 7.502). With phase reshuffling operation, the mul-
tiplicative noise A%*¢(K,6) would convert the high dynamic
power 2;6 , Pi, into a large additive power noise in the
input power proﬁle As a result, the large additive noise
Al¢(K, ) (Z o Pay/m0) can successfully scramble the cor-
relation between the input power and side-channel power in an
IP AES engine with a centralized CoRe regulator.

As shown in Fig. 17, as compared to the CP AES engine
with a centralized CoRe regulator, the I[P AES engine with

6 Assuming S-box; is under DPA attacks.
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Fig. 20. 8-phase CoGa regulator and 8-phase CoRe regulator are simulated. (a) Distribution of load current, (b) transient output voltage profile, and (c) input
current profile of CoGa regulator and CoRe regulator. Sequence of active stages in CoRe regulator is variable while sequence of active stages in CoGa regulator
is invariable if a constant load current is enabled, as shown in (d), (e), (f), and (g).

a centralized CoRe regulator has lower correlation coefficient
due to the larger variance of the power noise in the IP AES
engine with a centralized CoRe regulator. The large power noise
arises from the high dynamic power consumption caused by the
15 S-boxes with constant input plaintext. In Fig. 18, the lowest
MTD enhancement ratio of the IP AES engine with a central-
ized CoRe regulator is 9100 when M7 ~ 5 (if My =~ 3,7, the
lowest MTD enhancement ratios are 3290, 17 850, respectively)
when the attacker samples 3 consecutive switching cycles as
one sample of the power data. This value is about 15.7 times
higher than the minimum MTD enhancement ratio of the CP
AES engine with a centralized CoRe regulator.

The power overhead of the proposed IP AES engine can be
justified as follows. When a CP AES engine is working during
regular operation (not under attack), all of the 16 S-boxes
would show high dynamic power consumption due to the
variable input plaintexts. Henceforth, adding invert boxes in the
IP AES engine would actually not bring extra power overhead
to the S-boxes. The proposed IP AES engine can be considered
as a voltage regulator-assisted masked AES engine, which can
recover the correct output data by using the same way as a
conventional masked AES engine. For the conventional masked
AES engine, as shown in Fig. 19(a), the masking random data B
is added at the beginning of encryption. The corresponding
masking component would be removed at the end of encryption
[29], [30]. For the conventional masked AES engine, the input
data of S-box F, = E, ® B. However, for the IP AES engine,
the input data of S-box is Fyy = E, @ C where the masking
data C is also added at the beginning of encryption and the
corresponding masking component can be removed at the end
of encryption by using the same way as the conventional
masked AES engine, as shown in Figs. 15 and 19(b).

The primary difference between the conventional masked
AES engine and IP AES engine we proposed is the masking
data. For the conventional AES engine, the masking data B
is an 8-bit random value, so B can have 2% = 256 different
values. 256 masking values would increase the size of look-
up table (LUT) and computational complexity of the AES
engine significantly [30]. As a result, the area and performance
overhead of the conventional masked AES engine is quite
large [30]. For an implemented masked AES engine based on

field-programmable gate array (FPGA) [31], the area overhead
is 60.1% and the frequency decreases about 11% [31].

However, for the proposed IP AES engine, the masking data
C' can only have two values: (00000000)2 and (11111111)
(E, © (00000000)2 = E, and E, ® (11111111)3 = E,). As
compared to the conventional masked AES engine, the over-
head of IP AES engine would therefore be reduced to 2/256 =
1/128. The approximate area overhead of the proposed IP AES
engine would be around 60.1% * (1/128) = 0.47% and the
frequency reduction of the IP AES engine would be around
11% = (1/128) = 0.09%.

VI. CIRCUIT LEVEL SIMULATION

The CoGa and CoRe techniques are designed with 130 nm
IBM CMOS technology and simulated in Cadence where the
switching frequency is swept between 30 and 60 MHz. As
shown in Fig. 20, when the load current I},,q is constant, the
CoGa regulator is not triggered, and the active and gated phases
do not change as long as the variations in the load current
demand are small. However, the sequence of active and passive
stages continuously alters over time in the CoRe regulator
regardless of the variations in the workload demand. Therefore,
as compared to CoGa, input power consumption of the CoRe
regulator shows an uncertain sequence of active stages even
if the load current demand does not change, increasing the
variance of multiplicative power noise in input power profile.

As shown in Fig. 21(a), the dynamic power consumption
of an IP AES engine is much higher than the dynamic power
consumption of a CP AES engine. The reason is that all
16 S-boxes have high dynamic power dissipation in an [P AES
engine while only the S-box under attack contributes to the
dynamic power dissipation in a CP AES engine. As shown in
Fig. 21(b), only 2 stages are activated in the CP AES engine
with a centralized CoRe regulator in a switching cycle while
a greater number of stages are turned-on in the centralized
CoRe regulator. Hence, the power noise generated by those
15 S-boxes which are not under attack are reshuffled in the
input power profile, further reducing the correlation between
the input power and side-channel power in the IP AES engine
with a centralized CoRe regulator.
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Fig. 21. (a) Load current profile of a CP AES engine with a centralized CoRe
regulator and an IP AES engine with a centralized CoRe regulator. (b) Input
current profile of a CP AES engine with a centralized CoRe regulator and an IP
AES engine with a centralized CoRe regulator (The total number of phases of
the centralized CoRe regulator is 64).

VII. CONCLUSION

An on-chip CoRe technique is utilized to reinforce a light-
weight AES engine as an efficient countermeasure against
power analysis attacks due to the high multiplicative power
noise induced by reshuffling active and gated converter stages.
A detailed analytical analysis of the correlation between the
input and output power of both conventional and proposed
voltage regulation techniques is presented. The security impli-
cations of the physical placement of the voltage regulators are
investigated with centralized and distributed implementations
of the CoRe regulators. An improved AES engine is proposed
to further scramble the input power even when the attacker
applies a constant plaintext to the S-boxes that are not under
attack. The security implications of the proposed techniques
are analytically proven using the correlation coefficient. When
a centralized CoRe regulator is combined with the proposed
improved pipelined AES engine, the MTD value is enhanced
over 9100 times as compared to an unprotected AES engine.

APPENDIX
CORRELATION COEFFICIENT DERIVATION OF
CONVENTIONAL ON-CHIP VOLTAGE REGULATORS

If the attacker decides to sample the total input power
consumption within K consecutive switching periods as one
sample of the power data in a COC VR that provides power to a
single S-box, the total sampled input power P}, , (K, 6) within
K consecutive switching periods is /

0 A\ jup1 B
P (KO =(1—-—+ =)
ol 0) = (1= 5 4 31 ) 2222
K
0 A\ Jnyr+1P0 Jn+ulo
+ == + . (40)
(QW Ts) m UZ:Q m
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The mean value of the total sampled input power within K
consecutive switching periods of a COC VR p.(K, 0) is

0 At 0 At
CK _ 1__ = ! o = /
pe (K 0) ( 27T+TS>MC+(27r Ts)uc

+ (K = Dpe = Kp, (41
where y/, is
Jmax . / _Gx Po —ns)?
TS IRV exp< 203/ ) 42)

MosV2m

J=Jmin

The variance of total sampled input power within K consecu-
tive switching periods of a COC VR o2 (K, 6) is

0 At 0 At
2 _ 7 =0 1\2 Vo= 1\2
Uc (Ka 0) - (1 271_ + Ts) (Uc) + (2,”_ Ts) (UC)

+ (K = 1) (0)* =K (00)"  (43)
where (o) is
N2 1 o 1\2
(oc) D —— Z GPo/m —pe)™-  (44)

J=Jmin

The correlation coefficient . (K, 8) of a COC VR can therefore
be obtained as

(K 9) - E (lji/n,n(Ka 9) X ]Dloadm(Ka 9))
el 0o(K,0) x \/K/Mo,
_ fre (K, 0) X Kps (45)
O'C(K, 9) X \/K/Mlas
where
E (‘Pi/n,n(Kv 9) X Boad,n(K7 9))
_ 1
B (jmax - jmin + ]-)KJFI
j][lax j]nax
> 2
Jn+K+1=Jmin  Jn+1=Jmin
y _i_i_ﬁ Jn+1 50
21 TS m
6 At Po & jnsuP
+(_ _ _) In+K+11L0 +Z In+ul0
2 T m = m
0 0 s
1—— )1 Po+—Jn P, intuloll]
><<< 27r>‘7 + o+27T.7 +K 1 o+u§=:2j + 0))
(46)

Accordingly, the average correlation coefficient of a COC VR
~e(K') can be denoted as

(47)
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